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COM apollo education 


DATA COMMUNICATIONS 
——_—  eeeeeeeeeeeeeeeeeeSFsFseF 


GENERAL COMMUNICATIONS 


Introduction 
Data transmission basics 
RS232-C serial port communications - 
Modem operation, Tctl, Siorf/Siotf, Emt, Siologin, Siomonit 
Practical exercise 


PCI -1. | a 
Domain to IBM PC connection 
software,hardware requirements 
Software installation and operation 
Practical exercise 


ETHERNET 
General operation | 
Specifications and configuration guidelines for standard and thin wire 


NATIVE ETHERNET + DOMAIN INTERNETS / BRIDGE PRODUCTS 
Practical exercise | 
INTRODUCTION TO TCP-IP COMMUNICATIONS - 
DOMAIN TCP/IP 
DOMAINIX BSD4.2 TCP/IP 
DOMAIN ACCESS ( Communications with VAX/VMS ) 
Internet concept, TCP/IP configuration 
Creating the TCP/IP enviroment 
Practical exercise 


NFS 
Introduction to NFS on APOLLO 
Configuration, Software installation and operation. 
Practical exercise 
X25 
Introduction to X25 
Configuration/British Telecom requirements 
Software installation and operation 


VAX and VMS are registered trademarks of Digital Equipment Corporation. 
BM PC Is a registered trademark of International Business Machines. 
ETHERNET Is a registered trademark of Xerox Corporation 

NFS Is a registered trademark of Sun Microsystems Ltd. . 


MODULE 1 


GENERAL COMMUNICATIONS 


AGENDA 
a, HISTORY OF DATA COMMUNICATIONS 
'b, DATA TRANSMISSION BASICS 


c, RS232-C SERIAL PORT COMMUNICATIONS 
Modem usage i 
Tcetl 
Siotf,Siorf 
Seo: emt 
~ Siologin,Siomonit 


“= d, LAB 1 


oat bene 


HISTORY OF DATA COMMUNICATIONS 


In the begining there was Morse code . 


te Ue eee See See Be te eee 


B ~... ws V 4adn 
Cc -.- M -- W .-- eee 

D - N -. X =.- 6 - 

E Q --- Y -.-- T= 

F ..- — zZ— 8 —- 
G -- Q==.- ee 9 --—- 
H R .-. -.-.- Q ----- 
| S .. 1.—— 

‘foo T- 2. it 


Al 


Baudot Code was later introduced as a more suitable representation 
of characters for use in early Telegraphy. 


COMM i-1 


Morse and Baudot codes were not really suitable for machines hence the 


_ following binary codes are used for character representation by computers 
— today : 


ASCIL —_( ANSI standard X3.4 — 1977) 
EBCDIC (IBM) | nee 
HEX-ASCII CONVERSION CHART 


Bit Positions: | 
* “7. 3 


6 


| 


pes 4 2 OGO” 
pus be 4 2 34 6 6 7.18.3. 2 8S GC 0 ff 
| | 


muc| sou] stx | erx| er | wr | tc DEL 
OLE | 0C1|/0C2{o0c3!rRes| nr , 8S! & 
ps | sos] FS sve] cF | ETs| Esc 
SYN 1; PN | RS ; UC | EOT 


TAOQKD PP OMNAGAWN- ODO 


Data Communications in Computing 


1950's : 
- Little or no data communications. 
. Input and output devices located in the same room 
" - Jobs processed one atatime ~ 
| 


Efficient use of CPU time but not of poeples time 


Storage 
Peripherals 


COMPUTER 


ROOM 


@ .« 2 
1960's : 
Batch processing using RJE. 
= Orders could be entered, inventry checked on-line. 


SIRI A ‘ ‘ 


COMM 1-3 


1970's: 


a Batch S189 
ae Remote terminals 
» Remote Minicomputers 


Terminal 
multiplexe 


Cluster 
controller 


Pas SD vA 
oe Recess nee 


1360S 77> : 


Distributed operating systems 


Heterogeneous and homogeneous enviroments 
CPU per user 


Local and remote transparent file access 
Remote login to other CPU’s 


Bille Suishad baie: Manuast 


Local Area Network 
Wide Area Network 


Host 


asoanat 
ee Basen: 


00050 


ee 
Fe oe 
ies 


enaen.2.°. 


DATA TRANSMISSION BASICS 


Parallel 


Printer 


Serial 


Printer 


Communication modes —- 


a Simplex | . | 


= Half Duplex STOP O 
GO © 


a Full Duplex 


te Be) 


COMM 1-5 


Transmission modes 


a Asynchronous transmission 


The seven or eight data bits that represent a character are transmitted 
as a self contained unit, enclosed by a start bit and 1-2 stop bits. 

This is self clocking as the receiver can synchronize onto the start and 
stop bits in order to identify and read the data bits. 


RS232-c 


voltage M K 
levels = B 


Space +3 - +15v 
Stop 0 


Mark -3 - -15v bits 


The necessity to detect start and stop bits determines the maximum 
reliable transfer rate of asynchronous transmission to be 19.2k Baud. 


2 Synchronous transmission 


Blocks of characters or bits are transmitted as a frame.Each frame 
also contains control and error information to ensure reliable transfer , 


but there are no individual start or stop bits. This enables much higher 
transfer rates in the order of several Mega bits per second to be used. 


A typical frame 
Bi B 
. a 128 Bytes of Be 
data "ana 


Common synchronous protocols are BISYNC, HDLC and SDLC. 
These will be discussed further as relevant products are covered. 


COMM 1-6 


Transmission rates 


Baud rate 


Is a measure of the number of signal elements transmitted down a line aa 
second. ie , 


An sisathitenneiia pices is noehaiby cibidimbl py tén bits, | 
eight data, one start and one stop. 


300 Baud would then give 30 characters per second 
1200 Baud would give 120 characters per: second etc. 


The baniclag of a one megabyte text file at 1200 Baud would take about 
2 hours and 15 minutes. 


Bits per second 
Cp 


This is a measure of data bits per second and is normally the same as the 
Baud rate. However later transmission techniques enable one line signal ele- 


ment to represent more than one data bit, hence the sajes transfer rate 
(bps) would exceed the baud rate. 


Other issues to be considered later in this module are : 
1. Error detection methods 


2: | Data flow control. 


COMM 1-7 


General description of a Data Communications system 


Transmission 
channel 


The universal seven part data communications system: : 


. The DTE at point A . 

Tne interface between DTE and DCE. 
The DCE. 

The transmission medium. 

The DCE at point B. 

The DCE-DTE interface at point B. 
The DTE at point B. 


OO! a=. b> 


COMM 1-8 


1&7 The Data Terminal equipment ( DTE ) 


pens 
renteaes 
ees 


oe ~-.,  ~ , "Transmission 
oe channel 


Can be a host computer, terminal, printer or some other device. 


2&6 an The interface 


Transmission 
Channel 


20 ma loop 

60 ma loop 

RS232-C, V.24 

RS449, V.35 

RS422, V.11 

RS423 

X.21 

X.21-BIS_  ( RS232-C ) 


The interface connects the DTE to the DCE and would 
normally conform to one of the above standards. 


COMM 1-9 


EIA RS-232-C PIN ASSIGNMENTS 


] 
Poa 


ABBREV. 


BA TX or TD 


BB RX or RD 


+p Ge So, ae eS: : 

cB crs 
cc DSR 
AB | 
CF CD 
SCF 
SC3 

| SBA | 
DB. SCT. 
SBB | 
“po SCR’ 
SCA ~ a 
CD DTR- 
CG 
CE RI 
CH/CI 
DA 


SIGNAL DESCRIPTION 


Frame Ground 
Transmit Data 
Reseived data 


- Request to Send. 


Clear to Send — 
Data Set Ready 
Signal Ground 
Carrier Detect 
(test) 

(test) 
(unassigned) 


’ Secondary Carrier Detect 
- Secondary Clear to Send 
-- Secondary Transmit data 
fransmit Timing: (Clock) 


Sec. Recieved data -. 
Rec. Timing (clock) » 
(unassigned) | 


‘Sec.. Request to Send 


Data Terminal Ready 


Signa} Quality Detector — 


Ring Indicator 

Data Sig. rate selector 
Trans. Timing (Cloc!):) 
(unassigned) 


$ § 
Py yy J 


*PIN 11 ALTHOUGH UNASSIGNED 


VIEWED FROM CABLE SIDE 


i 
\ 


COMM 1-10 | | 


RS-232~-C PIN ASSIGNMENTS 


FELMALE 
COPWECTOR 
begin ioniatcetcai heh 


Computer to Modem interface 


Phone link 


COMM 1-11 


Auto Answer 


Phone rings 


Phone rings 


COMM 1-12 


as | 


Modem Eliminator 


Xmit Data Xmit Data 
3 Rec Data Rec Data 
7 Signal Ground © 7 
D 
6 SR DTR 20 
| RI | 
22 [ 
: 22 
20 DTR DSR 6 
4 RTS CD 3 
F CTS sip 
5 
3 CD RTS 4 


Required for Synchronous connections only 


Xmit clock Xmit clock 


Rec clock Rec clock 


COMM 1-13 


Flow Control at Physical Layer 


This problem has not been defined in RS232-C 
recommendation. 3 


Apollo | , Device 


Be SS 
| data —— > 
-CTS ENABLE 5 ——— _ CTS dropped 


5 ls CTS faicad 


data  ————————————  —— __________» 


——————_ data 


———— —————. dala 
buffer full 
RTS never dropped 
thee dala 


—_ 


COMM 1-14 


Software Flow Control 


Xon = DCT 
Xoff = DC3: 


11 hex = controV/Q «4: 


13 hex = controlV/S ayy sree 


$ TCTL -LINE 2 -INSYNC 


input_sync 


Note: Shows up as 
on$TCTL © 


host_sync 


Note: Shows up as ~ 
on $ TCTL 


Se 
Xon ———————> > 


COMM 1-15 


RS232-C Facts 


RS232-C - 
a +25 7 


+3 


Undefined 


Mark 


Ba, 

mn *. | 
agate’ us Maximum cable length: 50 feet. 
\MRA ae ase 


Maximum speed: 19.2 kbps 


Ro R. 


AAA fo» 


J 


Interface 


COMM 1-16 


- e ~ # of pins 


RS449, 422, 423 


RS449 is a mechanical specification 

e size of pins jae cael 

e size of connector 

a -cable length as | ae 
| RS422 electrical specification ; + | 
je. Pi Tee megabit per second - : 
e Balanced mode 

RS423 electrical specification 
e 56k bit per second 


* unbalanced 


COMM 1-17 


Comparison of RS-449, RS-232C 


RS-~449 


Data Signaling Rate 
Setecior (DTE Source) 


Transmmed Backward 
Cnannei Data. 


141 jLocal RR ee 
140 |Remote Loopback 
142 [Test inoicator 

SS |Select Standby 116 

S8 sana tehyoltd Iincicator 117 eae 


COMM 1-18 


X21 


e introduced 1976 

e direct digital connection | 

s : only six signals _ a 

e electrical specification in x.26 

. minimum line speed 64k bits per second | 


e nota dedicated circuit per function 
+++ means phone is ringing onRDline- | 
- all call progress signals have special characters _ 


e xX.21 bis means use RS232-C until updated — : 


Signal Element Timing 
Byte Tuning 
NOTE See Recommendation X.24. 


AN ev aS et oad wer - 


voa . Q M CUR nny 


COMM 1-19 


3&5. The Data Communications equipment ( DCE ) 


eeetpeene 
eiptatet Peete 
avatacerate Sneaeeatotarercey 
ecetereter: 
ty Shetetaterenetetn 
eee 
ercccececetes ete (PE 9.007505 0°% 0.009 
ecececececets sa, 2-060" 0 00-0005) 
cccececaets ss: ee -° 
SS BiefacePetetatetes, 
SN Pe SSE aE ER STEEN 2 TSS IR er Se ORR 


Rtxsaxnd 
Srateretercetetee, 


Transmission 
channel 


Would normally be a Modem or multiplexer 


MODEM CONFIGURATIONS | 


~ Modulation technique . | 
“1. Amplitude modulation 
2. Frequency modulation / FSK. 


3. Phase modulation - 


speed and mode 
110 Baud Simplex 
300 Baud Full Duplex 
1200 Baud Half Duplex 
1200/75 Baud Full Duplex 
1200 Baud Full Duplex 
etc 
Protocol 
1. Asynchronous 


2. Synchronous 


COMM 1-20 


Interface 


RS232-C 


X.21 
RS449/RS422 or RS423 


etc. 
Transmission medium type 

Public Switched Telephone Network ( PSTN ) 

Public Switched Data Network ( PSDN ) 


Leased or Private wires 
e{c 7 


Auto Answer ? 


Multiplexers 


1. Time division multiplexer ( DTE Concentrator ) 


2. Statistical multiplexer 


3. Frequency division 


vere wd Dara oie Vu fa 
2) es 300 Mo Hie A 
2% \Joo [ys (00/36 boo a { te. 
FUL b 00 1290 yon Fall Pi 
aia b 00 Lyee “ ee eae 
yap quee, hoo, dee FH 


COMM 1-21 


4. The Transmission medium 


Transmission — 
channel. 


The Physical Medium 


Ts 


| Twisted Pair — 


Coaxial cable 
Fibre Optic _ 
Microwave 


Satalite 


Characteristics of the Physical medium 


Public Swiching Telephone Network 
Public Switching Data Network 

Private wires and leased lines 
Expected Protocol ie X25 

Permissible transfer rates / throughput 


—_ 


COMM 1-22 


SIOLOGIN 


WATCHES A SINGLE SIO LINE 


RUNS THE SHELL SCRIPT 
/545/S10LoG-(v-/STARTUP_SIO.SH 


PERFORMS THE LOGIN SEQUENEE 
INVOKES SPECIFIED PROGRAM 
SUPPORTS DIALIN AND DIRECT CONNECT 
ADDITIONAL PASSWORD IN DIALIN 

ONE LOGIN PER INVOCATION 


MUST BE STAMPED IN LOGIN SUBSYSTEM 


SIOMONIT 


CPS /SYS/SIOLOGIN/SIOMONIT ‘NODE_DATA/SIOMONIT_FILE 


‘NODE_DATA/SIOMONIT LOG 


HISTORY FILE 


—-REPEAT /DEV/SIOI1 -N SIOLOGIN, 1 /JAN/PGM.BIN 
—-REPEAT /DEV/SIO2 -—DIALIN -—N SIOLOGIN.2 /COM/SH 

/COW StH 
—-REPEAT /DEV/SIO3 -—DIALIN -N SIOLOGIN_ 3 Pus -C /JAN/PGM.BIN 


SECRET ACCESS 
CODE 


. \ ~ QCCeH_ ULV g 
viol Wd * wu Wsvst e 


LABORATORY EXPERIENCES 


1. Use EMT to write rom one sio line to another. 


a. senda string of characters in ae mode. 
--b. send an ascii file. 
c. set up a config file using different emt ahaa 


2. Send a binary file using siotf and siorf shell commands. 


3. Startup siologin and siomonit and login using emt. 


- a. use the —dialin option and use.a breakout box — 
to simulate carrier. detect on pin 8 on the 
RS232 interface: . =. : , 


MODULE 2 


DOMAIN PCI 


AGENDA 
a, DOMAIN TO IBM PC cosmic 
b, SOFTWARE , HARDWARE REQUIREMENTS 
c, SOFTWARE INSTALLATION AND OPERATION 


d, LAB2 


] 
DowmesrnQed Qs vores 


DOMAIN PCI CONNECTION 


APOLLO EMULATES IBM DISK 
PC CAN COPY FROM ITS DISK TO RING 
PC CAN COPY FROM RING TO ITS DISK 


THE SHELL IS AVAILIABLE TO THE EG. 
USING THE DTERM a. 


IBM PC 


RING LOOKS 
LOOKS LIKE 
DRIVE \D 


TO IBM PC 


- BILES ON THE IBM PC DISK ARE NOT 
AVAILBLE TO THE DOMAIN RING 


REF PPCI 


THE DOMAIN/PCI CONNECTION 


I aersaaaaes 2 
eae 


SIO LINES © 


“4 PC CONNECTED TO APOLLO | 


NOTE: A SPECIAL NULL MODEM CABLE IS 
REQUIRED 


See CPRSGND 
ne Ee en ge! | Se 


encom Miamensamms aaa 
3 RCV 
2 5 CTS 

8 CD 


REF PPCI P 4,12 


Specifications 


One connector is a 9-pin D-shell connector and the other is a 
25-pin D-shell connector. The pin numbering and connector 
specifications follow. 


1 14 
Modem Communications 
Connector Adapter 
Or Other RS-232 so Connector . 
Data Communications - | 


Equipment 


13 25 
25-Pin 9-Pin 
D-Sheil D-Shell 

_ Connector ' Connector 


Carrier Detect 
Received Data 


Transmitted Data 


Data Terminal Ready 


OCE ADAPTER 
Signal Ground 

25-Pia 9-Pia 

Connector Data Set Ready Coanector 


Request To Send 
Clear To Send 


Ring Indicator 


NOTE: ALL OTHER PINS ON THE 25-PIN 
CONNECTOR ARE NOT USED. 


CONNECTOR SPECIFICATIONS 


2 Communications Cable 


CABLE REQUIREMENTS 


IF YOU ARE USING A MODEM 
AS PICTURED | 


DISTRUBTION PANEL 


© APOLLO NODE” 

MUL ee | MODEM 

COMM CONTROLLER | 

_ STRAIGHT THROUGH 
PINOUT RS232 CABLE 


SIO LINE 
NODE [t-4 f- 3 


MODEM 


STRAIGHT THROUGH 
PINOUT RS232 CABLE 


THEN 
THE RS232-C CABLE IS A STRAIGHT 
THOUGHT, PIN FOR PIN CABLE. 


CABLE REQUIREMENTS 


HOWEVER, IF 
THE SETUP USED IS AS PICTURED 


DISTRIBUTION 
ra PANEL 


APOLLO 
MULTIBUS 
COMM CONTROLLER 


SPECIAL 
NULL MODEM CABLE 


SPECIAL 
NULL MODEM CABLE 


THEN 


THE SPECIAL NULL MODEM 
CABLE MUST BE USED. 


PCI CONFIGURATION FILES 


Domain files 


/SYS/DPCI1|8/PCL CMD.DAT 


Contains the offers availible to PC users.lt contains two default offers, AEGIS giving -users . | 
access to the Domain network ,assigned to device D: and PRINT giving users access to 
the Apollo node ‘default printer, assigned to device LPT2.Other offers are added as je- 
quired, but the PC's and the server must be restarted before the new offers can be used. 


OFFER AEGIS=// \BLOCK 
OFFER PRINT=-PRLW -LEFT 0.25 -S //NODE_528D \CHAR 
OFFER PETE=/PETE \BLOCK 
OFFER LASER=-PRQMS -LEFT 0.25 -S //NODE_8849 \CHAR 
OFFER DOC=//NODE_528D/DOC \BLOCK 

otlev VAnrs a i co scl 


we ec Vint] 
ay oma gored 


{- Yous ynrnamry 
Largs ark oct 
% Cua 
nm Aare ds 
jMo* {Vv 


r aphag engl 


—_ 


i 
e+ ene eee we nal 
fof 


/SYS/DPCI1|8/PCL_ CVRT.DAT 


Contains a list of file extensions to be treated as ASCI files to enable conversion to/from 
UASC (Unstructured ASCII as used by Apollo nodes) and ASCII as used by the PC, when 
files are accessed or copied. 


/SYS/DPCI8/PCL_CFG.DAT 


_ For PCI-8 only.Contains line specific configuration data 


-line 1 -baud 9600 -retries 10 -timeout 12 
-line 2 -baud 9600 -retries 10 -timeout 12 
-line 3 -baud 9600 -retries 10 -timeout 12 
-line 4 -baud 9600 -retries 10 -timeout 12 
-line 5 -baud 9600 -retries 10 -timeout 12 
-line 6 -baud 9600 -retries 10 -timeout 12 
-line 7 -baud 9600 -retries 10 -timeout 12 
-line 8 -baud 9600 -retries 10 -timeout 12 


—_ 


PC files 
C:\DPCIKHDAUTO.BAT 


Executed on the PC to start domain connection when the PC has a fixed disk. 
ECHO OFF 

>: *** DOMAIN(R)/PCI(TM) Client Installation File *** 

ECHO ON 

- pause Do you wish to start the DOMAIN(R)/PCI(TM) Client? Cntrl-c if not. 
ed c:\dpcei | 

xport %1 %2 %3 %4 

if errorlevel 1 goto a 

session netaddr 

setname PC 

redir /p1:10000 

: *** Insert your individual NET USE commands here *** 

net use d: \\DOMAIN\AEGIS 

net use Ipt2: \\DOMAIN\PRINT: 

cd c:\ 

echo off 

ih esc caaa cee  leeie  S, 
echo Drive D: is connected to the root of the DOMAIN File System 

echo and Device Ipt2: is connected to the DOMAIN printer if the 

echo above commands completed successfully. 


echo DOMAIN(R)/PCI(IM) Client Rel 2.0 . 
echo Copyright 1984,1985, Microsoft(IM), 
echo MS-NET(R), all rights reserved. 


CEN: a i ee ee a otk te 


C:\DPCI\PCI.BAT 


Executed on the PC to start domain connection when the PC has only floppy disks:> ~:~ ~ 


ECHO OFF 
: *** DOMAIN(R)/PCI(IM) Client Startup File *** 


° * * & 


ECHO ON 
_xport %1 %2 %3 %4 
if errorlevel 1 goto a 


session netaddr 


setname PC 

redir /p1:10000 

: *** Insert your NET USE commands here *** 
NET use d: \\DOMAIN\AEGIS 

net use Ipt2: \\DOMAIN\ print 

echo off | 


echo 


echo 


- echo. 


a LLL LLL LS SS SS A SS SS SS AS LS SAS LD SS SS SS SA SD SD ED ENED GED SEND GED SED REDD COND GOOD SAGREP GUND GD GN GEMEED GROG GER GODS GERLID GHEND END GND GENE EES ERD cee comme? Qu seme cenen® cones ene -m a 


Drive D: is connected to the root of the DOMAIN File System 
and Device Ipt2: is connected to the DOMAIN aaa if the 
-above commands completed successfully. 


DOMAIN(R)/PCI(ITM) Client Rel 2.0 
Copyright 1984,1985, Microsoft(I™M), 
MS-NET(R), all rights reserved. 


— LLL LS SS SS SS SS TS SS SS NS AS SD SOD GD SD SED SSE SO SD SND GENS GSD GD GD GND ANS EE GENES GREED CONES ENDS END ED EEE ubD cormny oS mt cesED ennD ceunnD emu” eum enum eamen enum 


LLL LS LS LS LS LS LS SS A SS SS SS SN SS SS SS SD SS SEY SE SS SE SD END SED GENS GE ES GED SD SD US ENED cD GENES ENE UD cnaNES nm can entnD mm ceuD-aunD enum exe emus exe exmu Orem se 


C:\CONFIG.SYS 


Executed by the PC at boot time to configure resources.The Lastdrive entry specifies the 
maximum number of virtual devices you may have,the default is five ie E. If you wish to 
take advantage of additional offers you may have to change the Lastdrive number.The 
maximum is Z ie 26 devices. 


buffers=20 
files=20 
lastdrive=p 


PCI LAB 


1 Connect the supplied PCI cable between serial port 1 on the Apollo . node 
and serial port 1 on the PC. 


| Power on and boot the PC. and the Apollo node. 
3/ Invoke EMT in a window 

EMT> tctl -line 1 -default 

EMT> raw 


Press the F1 function key to go on line | 


4/ Type the following at the Dos prompt to rors serial line 1 on 
7 the PC for. 9600 Baud, 8 data bits and one stop. bit; 


C:\>MODE COM1:96,N,8,1 


5/ Enter the following Dos command to redirect a directory listing to serial line 1 of 
the PC, which should then be displayed by EMT on the Apollo; 


C:\>DIR >COM1 
6/ Now to test data transfer from the Apollo to the PC, 


C:\>COPY COM1 CON 
At the Apollo type some text to EMT followed by Control Z to 
terminate transmission. The text should appear on the PC display. 


~~ ~ Having tested the basic functionallity of the connection, it is now time to install the-software : . 
on both the Apollo and the PC. | 


—_ 


wie.®, 


PCI LAB cont. software installation 


él Follow the PCI release notes to install the software on the Apollo. 
PCI software version 2.0 requires 350 disk blocks. 


8/ Edit the Offers file /SYS/DPCI1/PCI_CMD.DAT to contain the 
required offers. There are two offers by default as shown below: 
OFFER AEGIS=// \BLOCK 


OFFER PRINT=-PRP \CHAR 


Add a third offer to point to another nodes /sys/help directory. | 
OFFER HELP=//NODE_XXXX/SYS/HELP \BLOCK where node_xxxx is another 
node on the network. | | | | | 


Remember. that from the-PC Aegis offer-you-can:only access nodes, directories: . 
and files that have 8 character max. names with optionally . a .xxx three letter exten: 


sion.Default node names have 9 characters ie NODE_6DCO0 therefore you ‘must either 
create short named links to these items on the Apollo or include them Jn the Offers file and 
assign a virtual device on the PC to the required Offer. 


9/ Create a link on your node to enable you to access it from the PC 
$ CRL //nodexxxx //node_xxxx where xxxx is your node id. 
10/ Read the file /SYS/DPCI1/PCI_CVRT.DAT it contains all the Dos file 


extensions that will be considered to be ASCII by DOMAIN. 
| ie If you copy a file from the pc to the Apollo which has one of 

these file extensions, the file will be converted from ASCII to UASC. 
and vice-versa. 

11/ Ensure that the project server has access rights to /sys/dpcit - - 

12/ Start the server on the Apollo; 
command> CPS /SYS/DPCI1/SESSION 

You are now ready to install the PC software: - 


PCI LAB cont. PC software installation. 


This procedure is for the purposes of this lab using PC’s with a fixed disk. 
Consult ' Using your Domain connection’ manual for PC software installation for other PC 
configurations. 


13/ 


14/ 
15/ 
16/ 
17/ 
18/ 
19/ 


20/ 


21/ 


Check the PC is running DOS version 3.10 or 3.20 with the VER command and 
that there is at least 160K of free space. on the fixed disk with the DIR 
command. | | 
Change your default drive to A C:\>A: 
Enter pcinstl and answer the questions 
Enter c: to change your default drive 
Enter.cd \dpci_ _—- to change your default directory - 
Enter hdauto to startup the Domain connection 
Change your default drive to D: and type DIR — 
Change your default directory to nodexxxx then type DIR |. 
D:\>cd nodeaaa7 “ : 
D:\NODEAAA7>dir 
Explore the Domain system,note you can only see files and directories with up 


to 8 character names and optionally a . three character extension.Also note a backslash is 
used as a file specification separator instead of the usual slash character. 


22/ 


Now enable the use of one of your offers 
D:\NODEAAA7>c: 

C:\>cd \dpci 

C:\DPCl>net use E: \\domain\help 
C:\DPCI>E: 

E:\>dir 


You are now in another nodes /sys/help directory 


23/ 


Type one of the files with the Dos Type command. 

Use the COPY command to copy a file from the Apollo to the PC 
E:\>copy Id.hlp c:\dpci\ld.hlp 

E:\>C: 

C:\DPCl>dir 

C:\DPCl> type Id.hlp 


PCI LAB cont. 


24/ Print Id.hlp which now resides on the PC with the DOS print 
command. 
C:\DPCl>print § Id.hip 

Name of list device [PRN]: LPT2 

Resident part of PRINT installed 

C:\DPCNLD.HLP is currently being printed 

C:\DPCl> 


25/ Invoke DTERM and login to the Apollo 
C:\DPCI>DTERM 


login: user 

password 

' logged in-as-user on 1987/03/01 Wed 12:37 (GMT). 

26/ After entering some AEGIS commands press both shift keys together. This will 
make Dterm resident on the PC enabling you to switch between Dos and Aegis as required - 


using both shift keys. 


27/ When you have finished shut the PC down and Kill the server process on the 
Apollo 


> Sigp -s dpcil_sesxport 


END OF LAB 


MODULE 3 


ETHERNET COMMUNICATIONS 


AGENDA 


a, GENERAL OVERVIEW OF OPERATION 


Ethernet | 

TCP-IP communications 
Native Ethernet 

Domain Bridge / Internets 


b, ETHERNET SPECIFICATIONS 


Standard and Thin Ethernet 
Ethernet devices 
Configuration guidelines 
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tz Domain extends across all Apollo Token Ring networks and 
all Series 3000s attached to the Ethernet network 


rc All Apollo nodes can access other systems on the Ethernet 
network using industry standard TCP/IP protocol 


ETHERNET 


CONTAINS THE FIRST TWO LAYERS OF THE 
InO MODEI, 


1. PHYSICAL LAYER 


. 50 ohm cable 
transceivers 
repeaters 
terminators 


Ao oB 


2. DATA LINK CONTROL 


a. csma/cd a 
fayvetr gmat Multiple HCLESS [coi\isiou Ag hee + 
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CONFIGURATIONS 


Standard 802.3 


Parameter Cabling System 


DATA RATE 


10 meg per sec 


SEGMENT SPAN 500 m (1640 ft) 


NETWORK SPAN 


2433 m (8000 ft) 


NODES PER SEGMENT 100 


NODES PER NETWORK 1024 


NODE SPACING 2.5 m (8.2 ft) intervals on 


cable marker bands 
1.0 cm (0.4 in) dia. 


COAXIAL CABLE 


50 ohm 


CONNECTORS N-series 


TRANSCEIVER INTERFACE 0.9 cm (0.38 in) dia 


multiway cable with 15 


pin, D-series connectors; 
length up to 50 m (165 ft) 


INSTALLATION REQUIREMENT 


Complex taping procedure; 


for best results, contact a 


professional cable installer 
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Thin 802.3 
Cabling System 
10 meg per sec 

185 m (600 ft) 

914 m (3000 ft) 

30 

1024 

0.5 . (1.6 ft) minimum 


separation 


0.6 cm (0.25 in) dia. 
50 ohm 


BNC 


Transceiver on controller: 
cable connects directly to 


node through BNC T-conn. 


User-Installable system 


Front of Unit 


MULT RNET/ 1EEE 802.3 


+4—$ KUNZ 


LED Indicators LED Indicators 
for Functions for Ports 


Rear of Unit 


Connection Port 
for Network Transceiver 


Connection Ports 
for Devices 


Figure 4-6. Multiport Transceiver 
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Single-Device Transceiver 


Figure 4-8. N-Series Transceiver Tap 


Single-Device Transceiver — 


Figure 4-9. Non-Intrusive Transceiver Tap 
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Each transceiver has nine ports for connecting devices. 
One port is dedicated to connecting to the network transceiver. 


Figure 5-4. Multiport Transceiver in a Cascaded Configuration 


Data Communications 


PROTOCOL HEADERS 


L__VERSION._MIEADER LENGTE DESTINATION 


DESTINATION TOTAL LENGTH SOURCE 
IDENTIFICATION SEQUENCE NUMBER 
| rracs 
re ACKNOLEDGEMENT~ 


0% & = 


SOURCE ""praracor DESTINATION 
ADDRESS 
CHECKSUM 
SOURCE ADDRESS ee ONITRO A 
WINDOW 


DESTINATION Speewoarannagee 


— URGENT POINTER — POINTER 


ADDRESS 


DATA 


46 TO 1500 BYTES 


DATA 
DATA 
FRAME CHECK 
SEQUENCE 
DATA LINK LAYER INTERNET TRANSMISSION 
FRAME FORMAT PROTOCOL CONTROL 
FOR ETERNET. FRAME FORMAT ae oe 
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NATIVE ETHERNET ( A_NET_ETH ) 
THE 302.3 NETWORK CONTROLLER-AT SUPPORTS THE FOLLOW- 
ING SERVICES: 
Complete Domain services over an IEEE 802.3 Network 


Domain workstations connected to an 802.3 network via an 802.3 
network controller-AT enjoy full Domain services including diskless booting. 


Domain Routing Services. 


A workstation equipped with two 802.3 Network Controller—AT’s 
can route messages between one 802.3 network and another. A workstation 
equipped with an 802.3 Network Controller-AT and an Apollo Token Ring 


' . Controller-AT (or other network controller ) can route messages between an 


$02.3 network and an Apollo Token Ring ( or other ) network. 


TCP/IP Gateway Services 


The controller supports TCP/IP protocols. As a consequence, the 
302.3 NEtwork Controller-AT can be useed to communicate with computers 
from different manufacturers. In addition, the 802.3 Network Controller-AT 
supports Domain products layered on top of TCP/IP, such as Domain/Access. 


These services are not mutally exclusive. A single workstation equipped with 
one $02.3 Network Controller-AT can simultaneously provide all of these 
services. If the workstation routes data to another network, it must also contain 
a controller for the other network. You can install two 802.3 Network Con- 
troller-AT’s in a workstation. In this case, all services are available to both 
controllers. 


SETTING JUMPERS ON THE CONTROLLER 


MEMORY ADDRESS EXTERNAL TRANSCEIVER 
030000 SELECTED 
CONTROL STATUS 
REGISTERS HEX 
ADDRESS 300 


eo 


Sesnggnane 


DMA CHANNEL 6 AND INTERRUPT LEVEL 10 SELECTED 


SETTING JUMPERS ON A SECOND CONTROLLER 


MEMORY ADDRESS EXTERNAL TRANSCEIVER 
034000 SELECTED 
CONTROL STATUS 
REGISTERS HEX 
ADDRESS 310 


( network controller-AT ) 


DMA CHANNEL 3 AND. INTERRUPT LEVEL 9 SELECTED 
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INSTALLING AND VERIFYING THE NETWORK 
CONTROLLER-AT 


The 802.3 Network Controller-AT operates in any available AT- 
compatible bus slot. In some systems, slot 1 of the CPU/motherboard is an 
AT-compatible slot and cannot be used by the network controller board. ( In 
older systems, slot 2 is also an XT-compatible slot). The following table lists 
the installation order numbers for the AT-compatible bus controller board 
types. 


INSTALLATION 


AT-COMPATIBLE BUS 
ORDER CONTROLLER BOARD TYPE 


NUMBER 


7 Winchester/Floppy Disk Controller 

6 . Cartridge Tape Controller 

5 | PC Coprocessor 

4 Graphics Controller 

, Apollo Token Ring Network Controller-AT 

2 802.3 Network Controller ( Installed using this book) 


1 Miscellaneous Controllers 


With the system unit’s cover removed, line up the board inside the support 
brackets and slide the board down toward the slot connector. Make sure the 


board properly aligns with the slot connector and press firmly into place. Then 
replace the system unit’s cover. 


PERFORM THE FOLLOWING STEPS TO VERIFY PROPER OPERATION: 
Run the CONFIG utility program 


Run the power-up diagnostics 
Boot the operating system 


Verify the system’s operation over the network using the LCNODE command 
Run the system acceptance exerciser (SAX) 


9s 8 8 9 
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MODULE 4 


_ DOMAIN BRIDGE / INTERNET 


AGENDA 
a, DOMAIN INTERNET OVERVIEW — 


, DOMAIN BRIDGE PRODUCTS 


oO 


CONFIGURATION AND GENERAL OPERATION 


fe 


3 


DOMAIN BRIDGE 


A product that connects DOMAIN networks together via 


@ . TI (In the U.S. ) or G703 (In Europe ) : 
2 Coaxial cable 


a Fibre Optic cable 


a Ethernet 


T1 or G703 


Twin Coax 


Fibre Optic 
DFL100 DFL100 


Ethernet Bridge 


= Maximum Cable Length = 


@ ee ce 8 


ponesee eee 

Oe ae 
ee Ds. Ve a i Ce es ff Orie ocr ora 
ween. eee,? 


=... “~~ | | eet Between Unit and i Bases 6 aan 


Upstream Node a 
304.8 m (1000 ~ 


ae . 4 304.8 m (1000 ft) we a me 
2 Maximum Cable Length ss 
Between Unit and sce 


Downstream Node 


- Figure 3-7. Proper Placement of DFL-100 Units 


Redundancy 


Redundant Link 


Figure 3-9. A Redundant DFL-100 Configuration 
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Creve secee 
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Does eeeonee 


ng networks 
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rr Multiple network controller support produces many new configuration possibilities 
rr Here we’ve created a 12 Mbps fiber optic bridge between Apollo Token Ri 


= 


Data passed between 
back-to-back units 

is not remodulated or 
reciocked. 


Figure 3-8. An Unacceptable Back-to-Back DFL-100 Configuration 


No Data can flow 
between units. 
Communication on 

the rings ceases, and 
communication on the 
fiber-optic link ceases. 


Figure 3-10. An Inoperable Redundant DFL-100 Configuration 
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Apollo Token Ring networks 


v 


cr With two Apollo Token Ring network controllers a Series 3000 participates in two 
rr Domain is extended across the Series 3000 bridge 


ee ee ee a) 


Ethernet 1 
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w 
= 
= 
2 
> 


ll 


ee ee 
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WORKSTATION 
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rr With two 802.3 Network Controller-ATs, a Series 3000 attaches to two Ethernet networks 


tr Series 3000s support multiple network controllers 


rr Domain Is extended across the Series 3000 bridge 


noe 


i 


| 


{ 
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tr Domain extends across all Apollo Token Ring networks and 
all Series 3000s attached to the Ethernet network 


tr All Apollo nodes can access other systems on the Ethernet 
network using industry standard TCP/IP protocol 


ADVANTAGES OF DOMAIN/BRIDGE 


CONNECT DOMAIN RINGS THAT ARE 
GEOGRAPHICALLY DISTANT — 


USERS CAN ACCESS FILES BY PATHNAME 
TRANSPARENTLY ACROSS CONNECTED. 
RINGS. | Oo 


GROUP NODES, MASS STORAGE DEVICES > 
AND PERIPHERALS THAT SHARE COMMON 
DATA ON THE SAME RING. 


HARDWARE PROBLEMS IN ONE RING DOES 
NOT EFFECT OTHER RINGS THEREFORE 
TROUBLESHOOTING IS EASIER AND LESS 
DISRUPTIVE. 


LIMITATIONS OF DOMAIN BRIDGE 


DO NOT RUN _ DATA INTENSIVE 
APPLICATIONS THAT USE DATABASES 
ACROSS THE BRIDGE. 


DISKLESS NODES CAN NOT BOOT ACROSS 
THE BRIDGE. 


A SECURE RING AND AN OPEN RING CAN 
NOT BE JOINED TOGETHER. BOTH RINGS 


- BEING JOINED MUST BE SECURE OR OPEN. 


NODE NAMES MUST BE UNIQUE THROUGH 
OUT THE INTERNET. 


ENSURE THAT EACH USER HAS A UNIQUE 
LOGIN NAME. 


ROUTER NODE. 15 --.A DSP90 NO OTHER 
BOARDS CAN SHARE THE MULTIBUS 


—_— 


DOMAIN/BRIDGE NETWORK 
NUMBERS 


RING NETWORK # 
412302) 


SENS ENS 
RNS ES 
Re 
BON 


DATA LINK IS 
TI OR COAX 


IIC 
PORT 
1231.3EF BRIDGE NETWORK # 
HC firs ct 


ROUTER 


SEP NODE 


NODE ID 


Fy 211A 
1230.8 
RING CONTROLLER NODE ID 


1232.211A 
RING CONTROLLER 


| RING NETWORK # 
NOTE: EACH ROUTER NODE 12325 
HAS TWO INTERNET 


ADDRESS 


THE SOFTWARE ROUTING 
PROCESS 


EACH ROUTING NODE MUST BE RUNNING 
THE ROUTING PROCESS nf 


THE ROUTER MANAGES THE DATA 
TRANSFER ACROSS THE INTERNET 
TOPOLOGY 


THE ROUTER SUPPLIES NONROUTING 
NODES WITH THE INFORMATION THEY 
NEED TO MAINTAIN THEIR ROUTING 
TABLES 


——=—- = 


PORT 


THE ROUTER ACCESSES EACH NETWORK 
THOUGHT A SOFTWARE INTERFACE 
CALLED A PORT 


A PORT TRANSMITS DATA TO A 
CONNTROLLER, WHICH THEN TRANSMITS 
THE DATA ONTO A NETWORK 


ae | 
UP 
TABLES 
RING PORT| IIC PORT 
1230.3FQ) | 1231.3RO) 


TYPE OF NETWORK SERVICES 


FULL INTERNET ROUTING SERVICES 
THE CONNECTION BETWEEN THE ROUTER’S 
PORTS AND THEIR ASSOCIATED CONTROLLERS 
ARE OPEN. 


A PORT CAN SEND AND RECEIVE FROM THE 
NODE’S OTHER PORT 


SERVICES FROM THE PORTS OWN 

NETWORK | 
ONLY THE CONNECTION BETWEEN THE PORT 
AND THE ASSOCIATED CONTROLLER IS OPEN 


THE PORT WILL NOT SEND OR RECEIVE DATA 
FROM THE ROUTING NODE’S OTHER PORT. 


THE ROUTING NODE CAN COMMUNICATE WITH 
THE PORT’S NETWORK BUT CANNOT ROUTE 
DATA TO THE OTHER NETWORK 


NO NETWORK SERVICES 


THE ROUTING NODE CANNOT COMMUNICATE 
WITH THE PORTS NETWORK......PORT IS CLOSED 


==) eo 


PATHNAMES IN AN INTERNET 


IN AN INTERNET, PATHNAMES HAVE THE 
FORMAT AS IN A SINGLE RING. 


FOR EXAMPLE, YOU CAN USE THE 
PATHNAME //SPANKY/SYS/JUNK REGARDLESS 
OF THE RING WHERE THE FILE IS 
LOCATED. 


LINKS CAN ALSO BE USED TO SPECIFY 
OBJECTS ANYWHERE IN THE INTERNET. 


REF AYDBI P 1-2 
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NS HELPER 
RESOLVES PATHNAMES FOR OBJECTS ON 
REMOTE RINGS 


: MUST RUN: AT. LEAST ONE NS_ SERVER ON ; 
EACH _RING.. 


NS SERVER MAINTAINS AN INTERNET 
WIDE NAMING DATABASE. 


DATABASE CONTAINS THE INFORMATION A 
NODE NEEDS TO KNOW TO FIND AN OBJECT 
ANYWHERE IN THE INTERNET 


a is ee 


NS HELPER 


NS. HELPER CONTAINS TWO PARTS: 


MASTER ROOT DIRECTORY 
ALL NODES INTERNET ADDRESSES 


~ REPLICA LIST 
_ INTERNET ADDRESS OF ALL NS_HELPERS 


NS_HELPER 


MASTER . 
. REPLICA 
ROOT LIST 


oe ic 


NODE SPECIFICATIONS IN 
INTERNET 


INTERNET ADDRESS HAS THE FORMAT: 
 [NET].NODE_ID 


IF NS. HELPER. CATALOGED: fmt. NODE 
CALLED DAISY WITH THE ID OF A2B2 THEN 
THE FOLLOWING COMMAND COULD BE 
1a G GBs Ds 

$LUSR —N A2B2 
SLUSR —N //DAISY 
SLUSR —N 1230.A2B2 


$LUSR —N 0.A2B2 


St, A ae 
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SHELL COMMANDS 


THE FOLLOWING COMMANDS COLLECT 
INFORMATION ONLY IN THE LOCAL RING 
THEY HAVE BEEN EXECUTED. 


BLDT 

CINODE 

LCNODE wo aaa 
LUSR No options 
LVOLFS —A 
NETSTAT —A 


PROBENET —A 
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} Checklist for Starting the Routing Process 
yeu nai oe ail 
Sheet 


1k 
\ not date / "4 — : 
W\ \ work ata / Mi a 


Use this checklist to track your progress as 
you perform the tasks described in Chapter 3. 


Task 

1. Confirm the router's device configuration 
Confirm the routers network configuration 
Power down diskless routing nodes 
Change command search rules 

Assign principal network number 

Delete the routing node’s hint file | 
Reboot routing nodes 


Verify the routers principal network number 


© © NDA RF wO ND 


Assign alternate network number 

10. Start the routing process 

11. Restore command search rules 

12. Verify router communication 

13. Verify nonrouting node communication 


14. Create routing start-up files 


Coe U oe Hee orev eee 


15. Verify routing start-up files 
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Checklist for Creating an Internet 


Use this checklist to track your progress as you 
perform the tasks described in Chapter 4. 


Task | Page 
16. Synchronize node clocks .  8e oo 
17. Restart server processes | 4-2 
18. Prepare nodes for ns_helper replicas 4-2 
19. Initialize replicas aS 
20. Compare replica databases mee 
21. Merge replica databases | 4-6 
22. Change duplicate node names han 
23. Verify master root directory | 4-7 
24. Create names for diskless nodes 4—8 
25. Compare PPO files | 4-10 
26. Fix local fogisiies | ieee Pe ee 
27. Compare Account files : = j a1 
28. Merge registries eee ee oa - 3 At 
- 29. Flush local naming ‘caches pe ees tae thy cet eee Ie 


“ - Cs oe) Bate rae ee Sb hoe an 
30. U date node co; vies of re yistry an ABS gal! Ae ee, 

: hee ee regeagh te ye oT IRE PSY Sear Vien ey : 

® 5,3. pe Eten a Se PRCA Deny Lies Dt a 

: = Lae Gots Te Mae “ 5 eed we ate $e % 

2 a 2 3 1s : , a pae cdl Ve ee, . 
> es 4 
nick yes Me a 


31. Restart mbx_helper and spm’ 


MODULE 5 


TCPIP 


I. OVERVIEW OF TCP/IP PRODUCTS AND THEIR RELATIONSHIP 
A. TCP/IP Based Software 
B. Ethernet Gateways 
C. Software on Remote Hosts 


Il. Introduction to TCP/IP Communications 
A. Internet 

B. OSI Model 

C. Gateway 

D. Internet Routing 

E. DOMAIN Bridges as Gateways 
r Internet Address 


if. TCP/IP Configuration 
A. Gateway Names and Address 
B Phyiscal Layer Interface Descriptions 
C TCP/IP Servers 
D. Administration Nodes 
E. Links and File Locations 
F TCP/IP ADMIN NODE CONFIG FILES — 
G. Defining Mapping Files 
H. TCP/IP Headers 


IV. BSD4.2 TCP/IP Configuration 
A. Creating TCP/IP Environment 
B. BSD4.2 Daemons 
C. Links and File Locations 
D. DOMAIN/IX FILES 


V. LAB 


TCP/IP VERSIONS 


TCP Version 2.1 or 2.2 SR9.2 (bundled product) Three Versions 
All inclusive package Aegis TCP/IP G/W 
Defined: Host/Client BSD4.2 TCP/IP (on-ring) 
Admin Node BSD4.2 TCP/IP G/W 
Gateway Node Only supported Multibus version of hardware 


MB Driver Software 


TCP Version 3.0 SR9.5.1 (unbundled) Three Versions 

Defines: Host/Client node AEGIS TCP/IP G/W 
Admin Node BSD4.2 TCP/IP (on-ring) 
Gateway Node BSD4.2 TCP/IP G/W 


Hardware and Driver S/W 
Multibus-- ECMB Ver 2.0 (Driver) ; 
AT Bus-- A_ADD_ETH (Board): ECAT Ver 2.0 (Driver) 


TCP Version 3.0 SR9.6 (unbundled) Three Versions 

Defines: Host/Client AEGIS TCP/IP G/W 
Admin Node BSD4.2 TCP/IP (on-ring) 
Gateway Node BSD4.2 TCP/IP G/W 


Hardware and Driver S/W 
Multibus -- ECMB Ver 2.0 (Driver) 
AT BUS -- A_NET_ETH (Board): Driver software included in O/S 


TCP Version 3.1 SR9.7 (unbundled) One Version 

Defines: Host/Client Both AEGIS and 
Admin Node BSD4.2 TCP/IP G/W 
Gateway Node Hardware and Driver S/W 


Multibus -- ECMB Ver 2.0 (Driver) 
AT BUS —- A_NET_ETH (Board); Driver software included in O/S 


TCP/IP Communications 


SECTION I 


OVERVIEW OF ‘TCP/IP PRODUCTS 


AND THEIR RELATIONSHIP 


Department of Defense 
(DoD) 


ARPANET 


Advanced Research Projects Agency 


Leased 
Trunk Lines 


On} 


“tT ** BEN C/70 


Packet Switching Network 


PSN — Packet Switching Node 


“" VAX is a registered trademark/copyright of Digital Equipment Corporation 


~» «» BBN C/70 Is a registered trademark/copyright of Bolt. Beranek, and Newman Corporation. 
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Transmission Control Protocol 


- ten ____. 


aes Host to Host Communication 


Leased 


Trunk Lines HOS) 


RESETS 


Le a hd 


Packet Switching Network 


Lower level protocols such as X.25, HDLC, RS-—232-C, etc. 
are responsible for moving data from source host connection 
to destination host connection. 


“" VAX is a registered trademark/copyright of Digital Equipment Corporation 
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IP 


INTERNET PROTOCOL 


Handles routing of data between networks 


ETHERNET 


RRR 
Subeteacetseecn? 
SAS 


ARPANET 


NETWORK 


ARPANET 


NETWORK 


GATEWAYS 
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Apollo’s Implementation 


ETHERNET 


5 May 


Sa AX 


— 


APOLLO 
TOKEN 
RING 


"VAX 


Ra 
SS 


SS 


DSP 90 


ARPANET 


~~ VAX 


Through the use of both TCP and IP, Apollo 


nodes can communicate to different types of 
hosts and networks that utilize the TCP/IP 
protocols. 


~e*e® 8 ee” 


APOLLO 
TOKEN 
RING 


“" VAX is a registered trademark /copyright of Digital Equipment Corporatiion. 
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TCP/LP BASED SOFTWARE 


THREE DOMAIN TCP/IP-BASED SOFTWARE PACK- 
AGES ARE CURRENTLY AVAILABLE 


DOMAIN TCP/IP COMMUNICATIONS 
DOMAIN/IX BSD4.2 TCP/IP COMMUNICATIONS 


DOMAIN/TIX BSD4.2 GATEWAY COMMUNICATION 
Dowmatm /AcCAs9: 
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DOMAIN TCP/IP 


COMMUNICATES WITH SYSTEMS THAT USE THE 
DARPA-STANDARD FTP AND TELNET PROTOCOL 
ON: 


DOMAIN NETWORKS 


ETHERNET LOCAL AREA NETWORKS 


OTHER NETWORKS CONNECTED THROUGH THE ETH 
ERNET. 


sat 
TELNET 


DSPSO DSPSO T 
= TTC oman > 
ae ag DOMAIN 
= 


TELNET BRIDGE —_ 
Shnetengt TELNET 
wee = =GATEWAY 


OT 
ETHERNET Baas 
. or0%s' oerama tate 

Sete SO 

ate eSetsate® 


FTP FTP 
TELNET TELNET — 
TO ARPANET 
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DOMAIN/IX BSD4.2. TCP/IP 


BSD4.2 ALLOWS COMMUNICATIONS WITH OTHER 
BSD4.2 SYSTEMS ON THE DOMAIN NETWORK OR 
ON A CONNECTED ETHERNET NETWORK. THE 
UTILITIES INCLUDE: 


FIP LBR 
BGP REAEC 
RLOGIN ROH 
TELNET RWHO 
fad 
a TC = 
= am me 
a 
NOTE: DOMAIN/IX BSD4.2 TCP/IP software is a standard part of the 
DOMAIN/TX BSD4.2 product. However : DO- 


MAIN/IX BSD4.2 does not include the gateway and 
interface software and hardware required to access hosts on other networks 
(the ethernet controller board and gateway software). 
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Data Communications 


DOMAIN ACCESS 


PROVIDES TRANSPARENT ACCESS TO VAX/VMS FILES 


AS IF THEY WHERE PART OF THE DOMAIN FILE 
SYSTEM. 


Ethernet 


\ ecruwr Y6OV. COW att VAN - 


SOFTWARE REQUIRED ON REMOTE 
HOSTS 


REMOTE SYSTEMS MUST HAVE DARPA-COM- 
PATABLE TCP/IP SOFTWARE TO COMMUNICATE 
WITH DOMAIN TCP/IP. 


COMPUTERS THAT RUN STANDARD BSD4.2 UNIX 
USUALLY SUPPORT TCP/IP AND THE BSD4.2 INTER- 
NET UTILITIES THAT ARE SUPPORTED BY DO- 
MATIN/TIX. 
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TCP/IP Communications 


SECTION I 


INTRODUCTION TO TCP/IP COMMUNICATIONS 


INTERNET 


AN INTERNET IS A COLLECTION OF DIFFERENT 
CONNECTED NETWORKS THAT COMMUNICATE 
WITH ONE ANOTHER. 


AN INTERNET MODEL IS A SET OF PROTOCOLS 
THAT ENABLE INTER-NETWORK COMMUNICA- 
TIONS 


TCP/IP ARE JUST TWO COMPONENTS OR PROTO: 
COLS OF A SPECIFIC INTERNET MODEL DEFINED 
BY DARPA (DEFENSE ADVANCED REASEARCH PRO- 
JECTS AGENCY) 


NIC (NETWORK INFORMATION CENTER) MAIN- 
TAINS DETAILED INFORMATION ABOUT THE JIN- 
LERNET MODEL 


SRI INTERNATIONAL 
MENLO PARK, CA 94025 


Pave 3-1 


THE OSI MODEL 


APPLICATION 


CONTROL 


6 


tcp 


csmacd 


ETHERNET 


: 
OST ETHERNET 
RUNNING 
enrwiee SNe 
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INTERNET GATEWAYS 


( HOST NODE ) ( HOST NODE ) 


APPLICATION APPLICATION 
TRANSPORT TRANSPORT 
NETWORK NETWORK 
DATA LINK 


DATA LINK 
PHYSICAL PHYSICAL 


( GATEWAY NODE ) 


DATA LINK 


INTERNET ROUTING, THE SOFTWARE POINT OF VIEW. 
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INTERNET ROUTING 


Ls DOMAIN = 
RING 


GATEWAY _ 
ETHERNET 
= n Co GATEWAY 
OTHER 
NETWORKS 
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DOMAIN BRIDGES AS GATEWAYS 


DOMAIN = 
RING 


= DOMAIN/BRIDGE 


ee MUST HAVE INTERNET ADDR 


DOMAIN LE 


RING 
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INTERNET ADDRESS FORMAT 


TYPE A |) 8s) s pits | s pits | 8 BITS 


MAXIMUM NUMBER OF NETWORKS = 126 
MAXIMUM NUMBER OF HOSTS = 16,777,214 


LeG031 TO: 126.255.255.354 
=1 8 BITS | 8 BITS 


R OF NETWORKS = 16,384 


MAXIMUM NUMBER OF HOSTS = 65,535 
128.1041. TO 191.254,255,254 


MASIMUM NUMBER OF NETWORKS = 2,097,152 
MAXIMUM NUMBER OF HOSTS = 254 


10206 bl “PO 223.225: 254954 
NOTE: ADDRESSES OF ALL ONES OR ZERO ARE RESERVED 
NETWORK ADDR RANGE POSITIONAL WEIGHT 


ae ay aes i ae a 


128 64 32 16 8 44 2 ! 


Laie 
| 


ope ee 


(o1 954 
[28.1 LB 


|| -NETWORK ADDR 


TCP/IP Communications 


SECTION UI 


TCP/IP CONFIGURATION | 


NAMES 


TCP/IP REQUIRES THAT AN ASCII NAME BE ASSO- 
CIATED WITH EACH HOST, GATEWAY 
AND EACH NETWORK. 


DOMAIN NAME — 
//ISPANKY 


INTERNET NAME 


DOMAIN NAME 


INTERNET NAME 


DOMAIN RING 


INTERNET NAME PIETIE 


SPANKY 


OURGANG 


DOMAIN NAME 


| 4 ALFALFA 


INTERNET NAME 


ALFALFA 
DOMAIN NAME //BUTCH | | | 

GATEWAY 
INTERNET NAME BUTCH L____| 


INTERNET NAME FOR 
ETHERNET NETWORK 


— PIPELINE 


INTERNET NAME 
OLIVER 


NETWORK ADDRESS 


TCP/IP REQUIRES THAT A NETWORK ADDRESS BE 
ASSOCIATED WITH EACH 


HOsT, GATEWAY AND EACH NETWORK. 


DOMAIN NET 
ADDRESS 
= O9AZC 76.385 


INTERNET NET 


DOMAIN NET 
ADDRESS 


O3A2C176.06D49 


INTERNET NET DOMAIN RING ADDRESS 
ADDRESS INTERNET ADDRESS | 
197.4.8.4 
197.6.8.3 197.6.8.0 


DOMAIN NET 
ADDRESS 


4 03A2C176.3FFF 


, INTERNET NET 
INTERNET NET ADDRESS 


ADDRESS 


197.6.8.6 — GATEWAY 


INTERNET NET 
ADDRESS 198.4.4.4 


DOMAIN NET 
ADDRESS 


O03A2C176.CAD 


i rar oer ee 


INTERNET NET ADDRESS FOR 
ETHERNET NETWORK 


| 198 .4.4.0 


INTERNET NET 
ADDRESS 


[98.4.4 1 
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PHYSICAL INTERFACE 


CREATED 
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KEY 


DRO = Domain ring zero. 
ETHO = Ethernet controller zero 
DRIi= Domain ring one. 

LoQ = loopback zero. 

[LO = Interland controller zero. 


S 
aa a’ 


AUTOMATICALLY 


AEGIS SERVERS 
TCP/IP SERVER 


ENABLES TCP/IP COMMUNICATIONS 
ON A NODE. (one per host) 


RIP_SERVER 


MANAGES THE GATEWAY ROUTING 
TABLES. (one per gateway) 


FTP_SERVER 


BINADILES DIREC PIP ACCESS TO THE. HO 
ST. (hosts using ftp) 


TELNET SERVER 


ENABLES INBOUND TELNET ACCESS 
TO THE HOST. (hosts accepting inbound 
telnet) 
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ADMINISTRATIVE NODES 
NOT PART OF TCP/IP PROTOCOL 


CONTAINS THE TCP/IP NAME AND ADDRESS MAP: 
PNG EGE. 


ISYS/T CP/HOST MAP/HOSTS.TXT 
ISYS/TCP/HOSTMAP/LOCAL.TXT 


ADMINISTRATION NODES ARE ieee AT 
SOFTWARE LOAD TIME. 


ADMINISTRATION NODE CAN BE GATEWAY 


ADMINISTRATION 
NODE 


GATEWAY 


HOST 
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TCPR/TP INFORMATION FILES 


AEGIS 


FILE 


ON ALL HOSTS: 


/svs/node_data[.nodeid ]/thishost 


/svs/node_data[.nodeid]/networks 


ON ADMINISTRATION NODES 


/sys/tcp/hostmapllocal. txt 
/svs/tep/hostmap/hosts. txt 


FUNCTION 


internet name 


internet addr & 
phyical interface 


addr & names 
NIC internet list 


ADMINISTRATION OR GATEWAY NODES 


/svs[tcplhost_ addr 
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non ARP hosts 


LINKS IN AEGIS ENVIRONMENT 


HOST GATEWAY 


LINKS FROM 

ALL HOSTS 

TO ADMIN 
NODES 


Mrs a LINKS FROM ALL 
/SYS/TCP/HOSTMAP 
/SYS/TCP/GATEWAYS a MOSS. PO ITs: SELE 
/SYS/TCP/HOSTS.HST ¥ OR ITS PARTNER 
/SYS/TCP/THISNOS 


/SYS/TCP/NETWORK 


‘NODE_DATA/NETWORKS /SYS/TCP/HOSTMAP 


; | /SYS/TCP/GATEWAYS 
NODE_DATA/THISHOST hee ep nO ee 
ADMINISTRATIVE 
NODE 
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FULES REQUIRED ON ALL HOSTS 


AEGIS ENVIRONMENT: 


194.1.1.1 on dr 
193.1.1.2 on 10 
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TCP/IP ADMINISTRATION NODE 
CONFIGURATION FILES 


3 re ee 
NE: 193.1010: GREEN RING: 

INE 2 104.110 Re) RING: 

GATEWAY : 192.1.1.1, 193.1.1.1 : SPANKY: 
GATEWAY : 194.1.1.1, 193.1.1.2 : DARLA: 
HOST : 192.1.1.1 : SPANKY: 


HOSL 194 141.1 = DARLAS 


CREATE THE HOST TABLES 


S/SYS/TCP/HOST MAP/MAKEHOST.SH 
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THE BIG PICTURE 


INTERNET ADDRR 
£93, da) 


INTERNET NAME 
BLUE RING 


INTERNET ADDRR 
eo ee A bee 


INTERNET ADDR 
LO. LeleO 


INTERNET NAME 
RED_RING 


INTERNET ADDRR 
oe ee 


INTERNET ADDR 
194.1.1.0 


INTERNET NAME 


SPANKY 
INTERNET ADDRR 
a L941. 1.1 
INTERNET ADDRR INTERNET NAME 
193. 1.1.0 DARLA 
INTERNET NAME . 


GREEN _LINE 


192.1.1.1 On drd 
193.1.1.1 on ilO 


yn drO 
[93.1.1.2 on ilO 


het: 192.1.1.0 ¢ Die ring’ : 


net : 193.1.1.0 : green_line : 
fet: 194.1, 11) 7 rec rine 


> spanky 


gateway : | a eS oe a 
J ive Tera 


pdt. 
vateway : sttoh, Foo. 
host + 192.1111 <spank¢ : 
host : 194. - darla -: 


INTERNAL MAPPING 
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/SYS/TCP/HOSTMAP/MAKEHOST.SH 


AEGIS BSD4. 


/sys/tep/host.hst /etc/hosts 


oo /sys/tcp/gateways 


MAKEGATE 


ay? 


executed by tcp_server 


i 


INTERNAL TABLES 


ROUTING 


paleways 


lists the 


hosts 


lists only 


next gate | the net 
tae works that 

bile Mcius directly 

route to |. aoe 
the destin | <ORNES © 
DOMAIN 


ation. 
ring 
order may 
change. 


RIP_SERVER 
updates every 30 s 
purges every 3 m. 


SETROUTE 
adds gateways 
not using rip 


INTERNAL TABLES 


ADDRESSING 


paleways 


Obtain thel Obtain the 
Domain Domain 
addresses] addresses 

and Ether} of other 


hosts 


net addr | hosts or 
on both gateways 
networks | on the 
gateway Domain 
connects. ring. 
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nic registred 
networks only 


ps 


/etc/networks 


/etc/gateways 


ARP 


Obtain local address. 

Hosts on ring obtain addr of 
other hosts on ring. while 
gateways gather address on 
both networks. 


MAPHOST 

executed by tcp server 
adds addresses of hosts 
not supporting ARP. 


£97 6.351 


ON ILO 


INTERNAL PHYSICAL 
INTERFACE TABLE 


ells tep/ip which physical 


network number. 


network to use for a given 


TCP/IP Communications 


SECTION IV. 


BSD4.2 TCP/IP CONFIGURATION 


DOMAIN/BSD4.2 TCP/IP 


ALLOWS APPLICATIONS RUNNING UNDER DOMAIN/IX 
ENVIRONMENT TO COMMUNICATE OVER RING HARDWARE 


DOMAIN/IX 
TOKEN RING 


APOLLO TOKEN 
RING HARDWARE 
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BSD4.2 TCP/IP 


ALLOWS APPLICATIONS RUNNING IN A UNIX ENVIRONMENT 
TO COMMUNICATE WITH ONE ANOTHER OVER ETHERNET 


ETHERNET 


BSD4.2, SERVERS 


routed | 
Manages the gateway network routing tables 


rwhod 
System status server, maintains database used 
by rwho and ruptime. 


sendmail 
Handles mail received over the internet. 


iftpd 

Enables TFTPD access to the host. | 
inetd : 

Starts daemons listed below as needed. 
Itpd 

Enables direct FTP access to the host. 
telnetd 

Enables inbound Telnet access to the host. 
rexecd 

Enables remote execution of commands. 
rlogind 

Enables remote login to this node. 
rsiid 


Enables remote execution of commands on 
this node with user authentication 
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TCP/LP INFORMATION FILES 
BSD4.2 


ie =) PUNCTION 


ON ALL BSD4.2 ADMINISTRATIVE NODES: 


/etc/hosts.equiv Contains the names of all hosts 
that can access you using rlogin, 
rsh and rep without password 
authentication. 


/etc/ gateways Contains routing information 
for remote destinations that do 
not use the routed daemon. 


/etc/hosts Contains the names and internet 
addresses of all hosts on the 
DOMAIN network or the 
internet 


/etc/networks Contains the internet network 
numbers and names of all 
accessible networks 
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LINKS FOR TCP/IP 
DOMAIN/IX ENVIRONMENT 


HOST GATEWAY 
LINKS FROM 
ALL HOSTS 
TO ADMIN 
NODES 
none LINKS FROM ALL 
HOSTS TO ITS SELF 


OR ITS PARTNER 


/ETC/INETD.CONP 
/ETC/RC 
Se 
hl 
‘NODE_DATA/ETC.RC | 
‘NODE_DATA/ETC.INETD.CONFIG en 
/SYS/TCP/THISHOS 
ADMINISTRATIVE 


/SYS/TCP/NETWORK 
NODE 
‘NODE_DATA/NETWORKS 


‘NODE_DATA/THISHOST 
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FILES REQUIRED ON ALL HOSTS 


BSD4.2 ENVIRONMENT: 


REP MTCPUPCR P 3-34 


193.1.1.0 darlagateway spanky 2 active 


REP MPCPIPGCP P 3-32 


= IECLWOLK 


domain-ring 97.938 
LCPIP on 
DOMAIN 

127.0.0.1 poindexter 


ring or 
DOMAIN 
internet only 
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BSD4.2 TCP/IP FULES 


PROCEDURE 5-4 


/SYS/NODE_DATA/THISHOST 


/SYS/NODE_DATA/THISHOST 
a a a — 


/SYS/NODE_DATA/NETWORKS 
Voy enead SO 


/SYS/NODE_DATA/NETWORKS 


| 92i2s2>) On-at0 
By hi arg oe ee: 


TO ADMIN NODE 
//ADMIN/ETC 


For DARLA and SPANKY 


ISYS/NODE_DATA/STARTUP.XX 


cps /sys/tcp/tcp_ server 
cps /etc/run_re 


REF C&M TCP/IP P 5-20 


19220251 SPANKY 


/ELC/RE IS LINKED 
DARLA | 


TD: 


/SYS/NODE_DATA/ETC.RC 


if [| -f /etc/inetd |: then 


/etc/inetd & 


REF C&M TCP/IP P 5-20 


ftpd et ae d 
rlogind fhe 
telnetd 


REF C&M TCP/IP P 5-19 


Bs telnet stream tcp nowait /etc/telnetd telnetc 
"o telnet <ret> 
<telnet> open spanky <ret> 


REE C&M TCPAP P 5-20 


CHECKLIST FOR DOMAIN/IX BSD4.2 TCP/IP 


1. Load DOMAIN/AEGIS software. 


Load DOMAIN/IX software. 


tr 


3. Load BSD4.2 TCP/IP software. 
4. Use procedure 5-4 to configure the following files: 


a. /SYS/INODE_DATA/THISHOST 
b. /SYS/INODE_DATA/NETWORKS 
c. /SYSINODE_DATA/STARTUP.XX 
d. /SYS/INODE_DATA/ETC.RC 

e. /ETC/JINETD.CONF 

f. /ETC/HOSTS 

g. /ETC/HOSTS.EQUIV 

1. /ETC/NETWORKS 


paced 


5. Power up node and verify that tcp_server and inetd are running 
using the following command: % ps -aux 


6. FTP or TELNET to self or another host. 


Page 5-8 


DOMAINIX GATEWAY TCP/IP 


HOST 


DOMAIN RING 


ae 
GATEWAY 
| | Host 
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DOMAIN/TIX GATEWAY TCP/IP 


PROCEDURE 5-I & 


/SYS/NODE_DATA/THISHOST 


DARLA 


ISYS/NODE_DATA/NETWORKS 


LINK ALL HOSTS: 


/SYS/TCP/HOSTMAP 
TO ADMIN NODE: 


//ADMIN/SYS/TCP/& 
HOSTMAP. 


ISYS/TCP/HOSTMAP/LOCAL.TXT 
NETWORKS: 
GATEWAYS: 
HOSTS: 


REE C&M TCP/IP P 3-10 


domain/ix tep/i 
/etc/hosts 
/etc/networks 
/etc/pateways 

REF C&M TCP/IP P 3-5 


$ MAKEHOST.SH telnet 


— hosts.hst 
gateways 


local.txt +hosts.txt 


’o telnet <ret> 
>connect spanky <ret> 
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/SYS/NODE_DATA/THISHOST 
SPANKY 


/SYS/NODE_DATA/NETWORKS 


193.202.4414 On cir) 


For DARLA and SPANKY 


ISYS/NODE_DATA/STARTUP.XX 
cps /sys/tcp/tcp_ server 
cps /etc/run_re 


REE C&M TCP/IP P 5-14 


/ETC/RC IS LINKED 
Eee) 


/SYS/NODE_DATA/ETC.RC 


if [ -f /etc/inetd |: then 
/etc/inetd & 


fi 


REE C&M TCPRAIP P 5-14 
fipd rexecd 
rlogind rshd 

telnetd 


/ETC/INETD.CONF 


stream tcp nowait /etc/telnetd telnetc 


REE C&M TCPAIP P S-14 


CHECKLIST FOR DOMAIN/IX TCP/IP GATEWAY 


1. Load DOMAIN/AEGIS software. 


I 


Load DOMAIN/IX software. 
3. Load TCP/IP software. 


4+. Use procedure 5-1 & 5-3 to configure the following 
configuration files. 


a. /SYS/TCP/THISHOST 
ISYS/TCP/NETWORKS 
ISYS/NODE_DATA/STARTUP.XX 
ISYS/NODE_DATA/ETC.RC 
JBICINE TD. CONE 

(EL CGHAOST oLOULY 


mo ho F 


5S Run makehost.sh 


6. Power up node and verify that tep_server and inetd are running by 
using the following command: % ps -aux 


7. FTP or TELNET to self or another host. 
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VAX with VMS, 
TCP/IP hardware, 
and TCP/IP software 


node Apollo gatewa 
Daal acoeee node wih TCP) iP 
and TCP/IP 


ETHERNET 


Figure 1-2. A Sample Network Configuration for the Domain/Ac- 
' Cess Application | 


Figure 1-1. Relationship of Apollo Workstation and VAX Node 


Access 
Server 
A 


VAX 
Computer 
Other VAX 7 
Processes v7 


| 
7 i 
; 


ETHERNET 
Network 


Controller, 
{ 
a Domain TCP/IP 
protocols Gateway 
Confection Confection > 


o.¢ @ e 
eines 
t) Oy Poe se i 
ogeses® sosoces 


. 
Sane 
s 

. 
. ° 


Access Access 
user A Apollo Network user B 


Figure 1-3. Creating Domain/Access Subservers 


VAX 
Computer 


| % 
Access 
Server 
Other VAX 7 


Processes ar 
7 | 
r 


| | ETHERNET 
Network 
Controller, 
processing 
TCP/IP ~~ Domain TCP/IP 
protocols ae Gateway 
Shell . 2 Shell 


process process 


otatetetat ste’. 
erososeren sf 


Window | 


Access Access 
user A Apollo Network user B 


Figure 1~4. Creating Multiple TCP/IP Connections with 
Domain/Access Subservers ° 
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SECTION V 


LAB EXERCISE 


Data Communications 


THREE CONFIGURATIONS FOR 
TCP/IP 


Data Communications 


IF YOU’RE USING EXAMPLE 1; 


‘THEN. PERFORM THE _ FOLLOWING 
PROCEDURES IN THE MANUAL. CALLED | 
Managing . TCP/IP-Based | Communications Products 


~. - AND-IN THIS ORDER” 


1 Procedure 4-1 
Configuring the Administative Node 
2. Procedure 4—2 


Configuring Each Host and Gateway 
3. Procedure 4—5 


Configuring Non—DOMAIN Remote Hosts 


4. Procedure 4-6 


If You’re Using the DOMAIN/ACCESS 
Product Then Use This Procedure to 
Configure Each VAX/VMS System. 


REF MTCP/IPCP P 4-2 


Data Communications 


IF YOURE USING EXAMPLE 2; 


THEN PERFORM. THE ~ FOLLOWING 
2? PROCEDURES IN THE MANUAL CALLED™:- .-° i. 
oie Managing. T CP/IP-Based | Communications Products. nae 


AND* IN THIS ORDER. 
1 Procedure 4-1 
caileeke the biaietaaies Node 
2. Procedure 4-3 


Configuring Each Host and Gateway 
3. Procedure 4—5 


Configuring Non—DOMAIN Remote Hosts 


REF MTCP/IPCP P 4-2 
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Data Communications 


IF YOU’RE USING EXAMPLE 3; 


THEN PERFORM THE FOLLOWING 
PROCEDURE IN THE MANUAL CALLED 
Managing TCP/IP—Based Communications Products. 


1 Procedure 4-4 


REF MTCP/IPCP Pp 
re 


Data Communications 


THE BIG PICTURE 


THIN LINE 


THICK LINE 


Data Communications 


ISYS/TCP/HOSTMAP/LOCAL.TXT 


Data Communications 


/SYSINODE_DATA/NETWORKS /SYS/NODE_DATA/THISHOST 


GATEWAY NODE 


on dr0 


on ethd 


GATEWAY NODE ____ 


on dr0 
on etho | 


HOST NODE. 


: . ed ‘ . 
SE ESE IE TL TS NE IT SS TEE 
. os narporacde tne ee ; 2g . ° 


on eth0 


HOST NODE _____ 


on eth0 


| 


HOST NODE 


on eth0 


| 
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MODULE 6 


NFS 


AGENDA 
a, ene TO NFS 


b, ‘CONFIGURATION OPERATION AND SOFTWARE. 
_ INSTALLATION | = 


c, LAB 


NFS 


THE NETWORK FILESYSTEM 


Gives the user transparent access to files in a HETEROGENEOUS 
ae 


DESIGN GOALS. 
— MACHINE AND OPERATING SYSTEM INDEPENDENT 
— TRANSPARENT ACCESS © 


_ CRASH RECOVERABILITY © 


NES 


TRANSPARENT ACCESS 


O A client mountsa portion of a server’s file space onto a mount point 
within its own file space. 


JACK JILL 
oF 2 9% / 
ny, etc mnt usr efc mnt 
src jack src jill 


Wwindows.c nfs 


-windows.c' = nfs. 


mount jill : /usr/src /usr/src 


NFS 


TRANSPARENT ACCESS 
MOUNT POINTS CAN BE ANYWHERE 


O All remote file naming semantics are handled once by the 
mount operation. The remote files effectively become part 
of the client’s file name space. 


, / | : / 
usr etc mnt usr etc mnt 
ne ie 
src jack src jill 
windows.c nfs windows.c nfs 


% \s fusr/sre 
nfs windows.c 


NFS 


CRASH RECOVERABILITY 


— If client or network crashes, the server takes no action 


- If server crashes 
* CLIENT MAY HANG 
* CLIENT MAY TIME-OUT 


Resilience comes from. | 
7 7° STATELESS SERVERS. 


—* ANY OPERATION CAN BE ATTEMPTED 
MORE THAN ONCE 


NFS 


MAJOR COMPONENTS 


Server Side 


PORTMAPPER 
fete 
~ MOUNTD 
—~ NFSD 
- a 
Zoudy Loe Ae HA 
Stary allem of yee” 


~ Client’Side © 


- MOUNT COMMAND EXTENDED 
_ ‘THE REST IS INVISIBLE TO USER 


NFS 


PORTMAPPER 


Server side process 
Maps RPC program numbers to port numbers 


No need to have a well known port for every program 
that uses RPC | 


_ Server process registers with portmapper at startup 
Client probes the: portmapper. to find out the correct port ©...’ 


to send requester to. - 


PROGRAM NUMBER = 1000000 
VERSION = 1 


MOUNTD 


- Server side processes 
— Gets user off the ground 


Checks. 
* USER IDENTITY 
_ ACCESS PERMISSION 


_ PASSES BACK THE FIRST FILEHANDLE’. - 


— Maintains a list of client mount requests 


PROGRAM NUMBER = _ 100005 
VERSION = | 


NFSD 


— Server Side Process 


- Services incoming file system requests. 


100003 
D 


PROGRAM NUMBER. 
VERSION © | 


NFS 


FILES YoU NEED TO KNOW ABOUT 


/IETCIEXPORTS — List of filesystems on the node that can be 
remotely mounted and by who. 


- Used by MOUNTD 


/ETCIFSTAB — Table of remote system used by local host 


— Can be used in conjunction with MOUNT 
command 


FORMAT 
HOST:FSNAME GWNAME, TYPE, ARGS © 
/ETC/IMTAB — List of currently mounted filesystems 
Entries ADDED by mount 
Entries DELETED by umount 
FORMAT —~ Same-as FSTAB 


ASE 1\ 


t 10 


SHOWMOUNT 


- Can be used to get a servers exportable file systems 


- Can show which file systems have mounted by remote clients 


=) eo 


NFS 


CONTROLLING ACCESS 


_=— /ETC/EXPORTS 


Example 
jUSRo | 
HFORD_PREFECT : DAVID VAXB:‘SUN1 | 

_ {#JOHNP/SRC = = DAVID  ——— 


oD 


NES 


PERMISSIONS 


- UNIX style 1s expected. 


— UID, GID are passed across on each call 


¥ 


q AS 


6 
‘d 


— File owner can access file, no matter what permissions are. 
set. | . a DF vg ee . 


- ROOT is lowest of low (uid = —2) - 


*server does this mapping. 


— Use of UID/GID implies that list is network wide. 


oe, ieee 


THINGS TO BE AWARE OF 


- NO file locking 


—- Qn some systems the ’/’ directory resides on more than one 
file system. 


- All files are assumed to be unstructured streams’ of bytes 


— All writes go all the way back to the target device, before 
returning to the user. 


= 


NES 


NFS 


SOME ADVANTAGES OF THE APOLLO IMPLEMENTATION 


— User at a foreign system is able to mount the DOMAIN 
NETWORK ROOT DIRECTORY. 


— No need to re—mount the file system every time you 
re—boot the node. 


— Objects in the same directory as a mount point still remain 
accessible. 


Single mount of a foreign file system can make it accessible 
to.all users in the DOMAIN NETWORK. 


- Works just as well between Apollo nodes. 


os on 


NES 


APOLLO IMPLEMENTATIONS 


UASC OBJ Directory Type Manager 


Networ. 


-—- 17 - ‘ 


NFS 


APOLLO RESTRICTIONS 


Some file types cannot be copied via NFS 


Foreign systems may have problems accessing DOMAIN objects 
with extended pathnames. on casehm files) 


Compilers will not send binary out to an NFS directory 


LD -A does not display access rights to files in mounted 
directories. 
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NES 


OTHER COMMANDS 


NFESTAT 


— Displays various statistics about NFS subsystem 


RPCINFO. 


— . Can be used to find out what RPC programs 
are reestotee at the remote end. 


. — Can probe procedure 0 of registered: Prop amis 
to see if they are still alive 


cy ae 


NES 


PRE-REQUISITES 


— S.R.9.6 or later 
— Domain / IX S.R.9.5 or later 


- TCP/IP version 3 or later 


ay 


NES 


STARTING NFS 


— Usually best to start it up from the /ETC/RC file. 


- TCP_SERVER must be completely up 


IF YOU HAVE PROBLEMS © 
- Check the /sys/node_data/nfs_error_ log. . 


If you get errors trying to mount the remote filesystem 


use RPCINFO -—U 


Is the TCP/IP configured correctly. 


ae: 


NFS 


IMPORTANT 


The ETC/PASSWD and group files must be network wide. 


You cannot assign UID’s and GID’s in the apollo system 


‘THIS MEANS» 


The remote system’ S. passwd aor 4 sroup files must be made to 
look like those in our FETC a | 
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MODULE 7 


X.25 


AGENDA 
a, . eeicenicwinns TO 4.25 
b, commer 
° BRITISH TELECOMM REQUIREMENTS 


d, SOFTWARE INSTALLATION AND OPERATION 


x.25 Packet Switching 


Packet switch: 
minicomputer 


connected to . 


phone lines 


(EAI 


"eu Data Network 


Packet level 


Frame Level 
HDLC 


COMM 7-2 


OVERALL PICTURE OF X.25 


APOLLO 
NODE 


ae i 
| SF - 
- _X.25 oS | yee OR 
CONTROLLER : ee 
Sige OPTIONAL HARDWARE 
e  eSIO T9253 : 


- TRACE ENABLED USING _ 
THE -LMS OPTION WITH 
X25SVR 

J2 OF X25 CTRL BD 
CONNECTED TO A ~ 
SIO LINE IN EMT. 


COMM 7-3 


AZo 


DETAILED PICTURE OF PSDN (PSS) USAGE 


Te 
Ci 


‘ae. 


Sphonoeyaons ane 
eae AD 


ce 


FP os 
sates Paste 


Transport 
Layer 


Internal 
Network 


Roe 


Resear 
Bee 
Packet Link 


Layer 


ISO 


Layer 


Packet 
Layer 


OSI REFERENCE LAYERS 


COMM 7-4 


es 


Transport 
Layer 


sesso te rt). 


ease fate 


X.25 PACKET LEVEL 


e Call Establishment 
e Data Transfer 
° Call Clearing 


e Restart 


COMM 7-5 


14 PACKET TYPE IDENTIFIERS 
From PAD to EXCHANGE From EXCHANGE to PAD 


Call Set Up and Clearing 
Incoming Call 
Call Connected 
Clear Indication 


Cal Request 

Call Accepted 
Clear Request 
Terminal Clear Confirmation Exchange Clear Confirmation 


Data and Interrupt - 


| Exchange Data 
Exchange Interrupt 


Terminal Data 
Terminal Interrupt 
Terminal Interrupt Confirm Exchange Interrupt Confirm 


Flow Control and Reset 


Terminal RR Exchange RR 
Terminal RNR Exchange RNR 
Terminal REJ Exchange REJ 


Reset Indication 
Terminal Reset Confirmation Exchange Reset Confirmation 


Reset Request 


Restart 
Restart Request Restart Indication 


Terminal Restart Confirm Exchange Restart Confirmation 


COMM 7-6 


Octet 3 
in Packet 


00001011 
00001111 
00010011 
00010111 


XXXX xxx0 
00100011 
00100111 


xxx 00001 
xxx 00101 
~Xxx 01001 
00011011 
00011111 


11111011 


PLT t1 4144 


EXAMPLE OF A VIRTUAL CALL 


Local | Remote 
DCE DCE DTE 
CA 
ALE REQUEST S| INCOMING cat 
nn t (| {CALL ACCEPTED 
___ CONNECTED _ ee SOC EOY ny ets ee 
Ste ee ee ot A2 ee. DATA © 
ae Me DATA | 
DATA | te 
“RR 4, 4 - #6 wr ee | re 
CLEAR ae | | | CLEAR REQUEST 
INDICATION a | 
__INDICATION _ 
CLEAR ; 
——CLEAR 
CONFIRMATION | timation, | cher 


CONFIRMATION 


THE CPFX25 COMMAND 


I 


YOU ARE HERE INFORMATION2 


JUNK —————— > JUNK1 
SCPFX25 JUNK JUNK1 DS INFORMA TION2<ret> 7 


The. DS. option indicates. that pathname 4. is 
local and is to be copied to the remote pathname 2of 
the system named information2. | 


APOLLO § ) ( 


YOU ARE HERE 


INFORMATION2 


JUNK <<. JUNK 


$CPFX25 JUNK JUNK1 —SS INFORMATION2<ret> 


The SS option indicates that pathname 1 on 
the remote system called information2 is to be copied 
to pathnamez on the local system. 
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Communications Overview  . 


oe * 


Over the past several years, the 
data communications industry 
has undergone a profound 
transformation. We have seen 
the explosion of personal com- 
puting, the proliferation of 
computer networking, and now 
the advent of true distributed 
multivendor corporate comput- 
Ing environments. During those 
same years Apollo Computer 
Inc. has also evolved, from a 
proprietary networking archi- 


tecture tO an open environment— 


supporting open systems, stan- 
dards, and today’s multivendor 
corporate computing environ- 
ments. Significantly, Apollo has 
made this transition without 
sacrificing the richness of its 
own original vision of the dis- 
tributed network environment. 
Apollo’s capabilities and solu- 
tions in the communications 


The Physical Transport: Local Area Networks 


802.3 (Ethernet®) 

802.4 (Token Bus for MAP) 

802.5 (IBM Token Ring) 

Apollo’s Token Ring (ATR) 

Fiber Distributed Data Interface (FDDI) 


The Physical Tra nsport: Wide Area Networks 


Integrated System Digital Network (ISDN) 
a 


The Communications Protocols 


DECnet™ LU 6.2 OSI 
TCPIIP SNA Apollo XNS 


The Applications Protocols 


File Transfer 

FTAM (Fue Transfer and Management) 
FTP (File Transfer Protocol) 

IBM 3770 

Apollo Copy File and File Transfer Service 


Mail and M essaging 


industry are second to none. To 
best understand and appreciate 
Apollo's emergence in this area, 
this document will explore the 
basic components which make 
up today’s sophisticated net- 
working environments and then 
examine Apollo's product set. 

The following is a list of top- 
ics to be covered. You’ll find 
descriptions of all major 
industry-standard communica- 
tions protocols and utilities, 
along with information on 
Apollo’s implementation of 
these standards. 


UUCP (UNIX®-to-UNIX Copy Program) 
DPSSIMAIL™ (Domain Professional Support Services) 
X.400 


Virtual Terminal 
DEC VT100° 
° General Purpose Virtual Terminal 


Other A pplications Protocols 
Apollo's Commitment to Standards 
Conclusion 


Glossary of A pollo Communications Products 


The Physical Trans port: 


Local Area Networks 


The physical transport is where 
a network begins. It is the foun- 
dation upon which all of the 
other network components are 
built and the medium over 
which all of a network's traffic 
flows. Depending on a number 
of factors —including distances, 
frequency of usage, and num- 
ber of users—the customer must 
choose the physical transport 
that best fits user needs. 

‘The major local area trans- 
ports or networks today include 
Apollo's Token Ring, IBM's 
Token Ring (IEEE 802.5), MAP 
(IEEE 802.4), Ethernet (IEEE 
802.3),and FDDI (Fiber Distrib- 
uted Digital Interface). Apollo 
supports them all. More impor- 
tantly, Apollo provides the abil- 
Ity to transparently tie one or 
more of these networks together 
using industry-standard pro- 
tocols. The following is a brief 
description of each of the major 
local area network transports. 


802.3 (Ethernet) 

Ethernet is an industry- 
standard, 10Mb-per-second 
(10Mbps) bus network. Access 
to an Ethernet network is con- 
trolled by a technique called 
Carrier Sense Multiple Access 
with Collision Detection (CSMA/ 
CD). This method requires a 
node to electronically “listen” 

to the media through a trans- 
ceiver before transmitting. If no 
signal is present on the network, 
the node may transmit data. 


If a signal is present, the node 
must wait until the line is clear. 
Occasionally, two devices may 
transmit data at the same time, 
causing the signals to become 
garbled and a transmission 
“collision” to occur. In such an 
event, the two transmitting 
nodes “back-off” and attempt to 
retransmit their signals after 
waiting for a random period of 
time. Today, Ethernet is the 
industry's most widely accepted 
local area network. Its installed 
base makes up the vast majority 
of the installed base of LANs. 
Ethernet was developed in 
the 1970s by Xerox, Intel, and 
Digital Equipment Corporation. 
Apollo supports Ethernet 
implementations over all of tl 
major physical media, includin.._ 
twisted pair, thin wire, broad- 
band, fiber-optics, and standard 
Ethernet cable. Customers may 
select Ethernet as the standard 
primary network controller for 
any Apollo workstation. 


802.4 (Token Bus for MAP) 

The token bus access method 
over broadband or carrierband 
media is the LAN of choice in 
manufacturing environments. 
It is the technology that was 
chosen by the MAP (Manufac- 
turing Automation Protocol) 
task force. This LAN media 
technology (broadband and car- 
rierband) was selected because 
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Today's Networks 


Today's networks comprise 

three basic components: the 

physical transport, the communica- 

tions protocols, and the network 
plications. 

The physical transport is the 
network or physical media over 
which data is passed. Examples 
include Ethernet and token 
ring local area networks (LANs), 
X.25 public data networks and 
switched and leased-line wide 
area networks (WANs). With 
these “data pipelines,” users can 
physically link their systems 
together around the corner, in 
the next office, or around the 
world. 

The communications proto- 
cols, which run above the physi- 
cal transport, define the rules 
for communicating over the 
given transport. These “mes- 
sage handling machines” pro- 
cess the data “envelopes” in 
much the same way as a post 


Series 10000 


Whe 
Series 4500 Feige = 


VAX 


Ethernet 


-, Sertes 3500 


Series 3000 : i 
: Apollo 
=) Token Ring “ined 


office processes the mail. Data 
packets are checked for errors 
and addressing and messages 
are routed to their final destina- 
tion. The protocols are respon- 
sible for all aspects of message 
exchange, ranging from reliable 
transfer to syntax translation 
and security. 

Apollo supports all major 
protocols, including its own 
XNS, Digital’s DECnet, TCP/IP, 
IBM’s SNA and LU 6.2 and— 
most significantly—OSI. The 
communications protocols, in 
turn, support the many applica- 
tions that may run over their 
networks. 

At the top of the heirarchy sit 
the network applications. This 
software provides the interface 
tools that the network user actu- 
ally sees. There are essentially 
three main functions provided 
by the network applications: file 
transfer, electronic mail, and vir- 
tual terminal. Apollo supports 
industry and de facto standard 
network applications needed to 
satisfy all three functions in vir- 
tually every communications 
protocol environment. 


NFS Series 3500 
Workstation GJ 
ee 
Series 4500 
IBM 
Token Ring GJ 
CREE 
Rei le oe. Ab aeaaee . so 
IBM PC CJ Series 3000 


Wiese, Series 3500 
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and gateways to allow the ATR 
to transparently fit into any 
industry or de facto standard 
networking topology. (Apollo 
utilizes the ATR with Ethernet, 
IBM Token Ring, X.25,SNA, and 
others, at its corporate head- 
quarters to support a network 
of over 3000 nodes.) 

In this industry, eight years is 
along life for anv product. But 
the Apollo Token Ring has 
stood the test of time well and 
will be supported for vears to 
come. In fact, just recently, we 
even added twisted-pair media 
as an opuon for the ATR. Its 
ability to be integrated into het- 
erogeneous networks makes 
the ATR a safe choice for work- 
group networking of Apollo 
workstations, IBM personal 
computers, and other systems. 


Fiber Distributed Data Interface 
(FDDI) 

Apollo ts playing a kev role in 
developing an FDDI networking 
standard for bandwidths of 100- 
200Mbps and will support FDDI 
with the Series 10000” Personal 
Supercomputer ™ as the tech- 
nology for fiber-optic-based 
networks solidifies. Speeds in 
the 100Mbps range are crucial 
to take advantage of the full 
power of new generation work- 
stations Communicating across 
local area and wide area net- 
works. Apollo will utilize this 
technology to its fullest follow- 
ing the completion of the FDDI/ 
ANSI standardization efforts. 


The Physical Transport. 
Wide Area Networks 


Integrated System Digital Network 
(ISDN) 

ISDN ts the future of wide area 
network transport solutions. It 
can provide high-speed (dedi- 
cated 64 Kbps) switched services 
over public carrier lines. Apollo 
has demonstrated its ability 

to transparently link remote 
Apollo systems using ISDN ser- 
vices and will provide ISDN 
connectivity in the near future 
through relationships with stra- 
tegic solution suppliers. 


X.25 

The CCITT’s X.25 is the bas’ 
for internationally standarc 
packet-switched data networks 
(PSDNs). Although this term 
means many different things to 
different people, X.25 is actually 
a layer-3 (in the OSI reference 
model) protocol. As such, it is 
really not a network, but many 
people will use the services pro- 
vided by PSDNs as a physical 
network. 

An X.25 PSDN 1s a cost- 
effective means for remotely 
communicating with homoge- 
neous and heterogeneous sys- 
tems without the expense or 


of its inherent electrical proper- 
ties, which make it practically im- 
mune to electrical noise ingress 
(i.e., Static interference) caused 
by heavy electrical equipment 
found in the factory environ- 
ment. The access method (token 
passing) was selected because of 
its predictability and determin- 
istic characteristics. In other 
words, when a manufacturing 
process is being controlled, it is 
important that messages are 
guaranteed to get through ina 
bounded period of time to keep 
the process under control (or to 
keep machinery from crashing 
into something or someone 
because a message didn’t get 
through in time). 

Apollo supports MAP over 

h broadband and carrier- 

band media using the IEEE 
802.4 token bus access method. 


802.5 (IBM Token Ring) 

The IEEE 802.5 token ring 
network is the LAN standard 
chosen by IBM. This industry- 
standard 4Mbps token ring net- 
work connects as many as 260 
devices on a single network. The 
media used by this standard 
LAN 1s shielded or unshielded 
twisted pair. In other words, 


instead of requiring bulky 
coaxial cable throughout the 
premises, users of 802.5 token 
ring will be able to make use of 
the existing telephone wiring as 
the backbone. 

Just as with token bus, access 
to the IBM Token Ring Network 
is controlled by a token that is 
passed from node to node 
around the network. A node 
can transmit data only when it 
has control of the token, so only 
one transmission takes place at 
any time. Transmission colli- 
sions are avoided, eliminating 
the inefficiencies of collision 
detection and data retrans- 
mission. 

Apollo supports the 4Mbps 
IEEE 802.5 token ring as one of 
the standard optional LAN sys- 
tems included with every work- 
station sold. The company is 
committed to support this tech- 
nology as future improvements 
are made, such as the planned 
implementation of IEEE 802.5 
operating at 16Mbps. 


Apollo Token Ring 

Apollo’s own networking solu- 
tion is based on much the same 
technology used in IEEE 802.5 
token ring and IEEE 802.4 token 
bus. Developed in 1980 (before 
the IEEE standards existed), the 
Apollo Token Ring (ATR) isa 
12Mbps baseband token-passing 
ring that, even today, is a techni- 
cal marvel. The evolution of this 
product has produced a variety 
of bridges, routers, switches, 


Apollo Protocol Independence 


Wide Area Networks 


EMT X25 
FTS X25 


Local Area Networks 


3270/ X.400 

3770 FTAM 
VT 
MMS 


OST 


IEEE 802.2 Data Link 


standard UNIX operating sys- 
tems (Berkeley includes TCP/IP 
in its source distribution tape, 
creating some confusion). 
Apollo supports all of the most 
current TCP/IP features and 
includes this protocol as a stan- 
dard feature of its base operat- 


ing system (release SR10 or later). 


BU OZ 

IBM’s Systems Application 
Architecture (SAA) is based on a 
peer-to-peer communications 
protocol called LU 6.2 (Logical 
Unit Type 6.2). This protocol is 
a departure from IBM's tradi- 
tional hierarchical architecture, 
SNA, which required all mes- 
sages to be routed through a 
mainframe before they could be 
passed to a peer-level svstem. 
Apollo's implementation of LU 
6.2 allows IBM systems and 


IEEE @ IEEE § IEEE @ ATR & FDDI 
802.3 @ 802.4% 802.5 


FTP Application 
Telnet 

NCS 

NFS 


Protocol 
TCP/IP DECnet 


Apollo systems to communicate 
as “peers” over a number of 
physical transports, including 
Ethernet and IBM Token Ring, 
as well as dedicated serial lines. 

Apollo/LU 6.2 also provides a 
standard Application Program- 
ming Interface (API) that allows 
applications to be modular and 
portable from the communica- 
tions protocols. 


SNA 

SNA (Systems Networking 
Architecture) has been IBM’s 
communications protocol since 
1974. It is essentially a data link 
protocol used to link “dumb” 


performance restrictions of dedi- 
cated leased (telephone) lines. 
Apollo’s X.25 product pro- 
vides WAN capabilities to sys- 
tems ranging from a standalone 
workstation to a large cluster of 
LAN-based workstations. With 
Apollo/X.25, users may remotely 
log-in to heterogeneous systems 
or native Apollo systems to exe- 
cute remote programs, transfer 
files, or share remote devices. 


The Communications 
Protocols 


Protocols define the rules for 
communicating over a given 
physical transport or network. 
Although the various networks 
-’ ~cribed above allow for physi- 
c connection, they are not 
much help if the machines on 
the network do not speak the 
same language. It would be anal- 
ogous to an English-speaking 
person placing a phone call 

to a German-speaking person. 
Although the physical tele- 
phone-line connection can be 
made, the two parties cannot 
understand one another. The 
same holds true with computers 
in multivendor environments. 
Unless they can both converse 


using a common language (pro- 
tocol), nothing can be com- 
municated. Accordingly, Apollo 
supports all of the major indus- 
try-standard communications 
protocols, including LU 6.2 and 
SNA for talking with IBM, DEC- 
net to talk with DEC, TCP/IP to 
talk with most any UNIX sys- 
tem, and, of course, the evolving 
OSI protocols to talk with almost 
any system in the future. 


DECnet 

Apollo/TECHnet™ is an imple- 
mentation of DECnet Phase IV. 
This protocol allows Apollo 
workstations to communicate, 
via Ethernet, with DEC systems 
for the purpose of bidirectional 
file transfer, terminal emula- 
tion, and process-to-process 
(task-to-task) communications. 
Apollo/TECHnet makes the 
Apollo systems look like native 
DEC systems to the other DEC 
systems on the network and is 
capable of utilizing the DECnet 
routing capabilities to commu- 
nicate with remote DECnet sys- 
tems via X.25. 


TCPHP 

Apollo's TCP/IP protocol is the 
standard means for communi- 
cating with heterogeneous sys- 
tems via Ethernet, Apollo Token 
Ring or IBM Token Ring, serial 
lines, and X.25. TCP/IP is consid- 
ered to be the protocol of choice 
for UNIX systems, though it 
really has no formal ties to the 


¢ File transfer, simply the ability 
to transfer (copy or move) a 
data file from one computer 
system to another 
Mail and messaging, the ability 
to send or receive messages 
(electronic mail) from one 
desktop to another 
Virtual terminal, an emulation 
of the traits of a dissimilar piece 
of hardware for the purposes of 
remote log-in and program 
execution 

For each of these three cate- 
gories, there are various appli- 
cations that provide the given 


capability over specific proto- 
cols. Apollo supports the vast 
majority of the major industry- 
standard applications. Below ts 
a listing of the applications, 
grouped by category, supported 
by Apollo over the protocols 
described above. 


File Transfer 


DAP (Data Access Protocol) 

DAP 1s the DECnet file transfer 
protocol. Apollo/TECHnet uses 
this application to provide bi- 
directional file transfer between 
Apollo and DEC VMS" systems 
in a native DECnet environment. 


FTAM (File Transfer and 
Management) 

FTAM 1s the OSI standard file 
transfer protocol. Its use is spec- 
ified in the MAP, TOP, and 
GOSIP standards. This applica- 
tion protocol is the most com- 
plex of all file transfer protocols 
in that it provides a universal 
means of translating data syntax 


and structure as well as per- 
forming the copy and move 
capabilities. 


FTP (File Transfer Protocol) 

FTP 1s used with TCP/IP for file 
transfer. FTP 1s, in a sense, the 
predecessor to FTAM, but it 1s 
much more simple in nature 
and provides only the mecha- 
nism for moving files, in their 
original state, from one place to 
another. 


IBM 3770 

IBM's 3770 1s the mechanism used 
to pass files through a front- 

end processor to an [BM main- 
frame host computer via an SNA 
network. Apollo supports the 
emulation of the 3770 contre 

ler and can bidirectionally tr 

fer data to and from an IBM 
environment. 


Apollo Copy File and File Transfer 
Service 

Within Apollo's Domain Distrib- 
uted Services, moving a file 
from one place to another is as 
simple as typing cpf (copy file). 
Any file may be transferred 
from one Apollo system to 
another via DDS by typing cpf 
(source) (destination). An exten- 
sion to this service is the Apollo 
FTS (File Transfer Service) appli- 
cation that runs over Apollo’s 
X.25 network to perform similar 
SETVICES. . 


terminals and printers via a 
cluster controller (multiplexor) 
to a front-end processor (FEP), 
which in turn is linked to an 
IBM mainframe computer. 

Apollo’s SNA makes an 
Apollo workstation look like a 
327X cluster controller or a 
377X controller to any IBM 
front-end processor, providing 
the link between the terminal/ - 
printer environment and the 
host computer environment. 
This supports Apollo's SNA 
3270 terminal emulation and 
3770 file transfer emulation. 
Using Apollo/SNA, our worksta- 
tions can act as the terminal, 
printer, and/or cluster control- 
ler, either all from the same 
workstation or spread around 

. Ethernet, Apollo Token 
Ring, or IBM Token Ring LAN. 


OSI 

Apollo's OSI product line is the 
basis for all future heteroge- 
neous communications. Using 
OSI, Apollo users are able to 
comimunicate with a wide vari- 
ety of systems via local or wide 
area networks. The OSI proto- 
cols provided by Apollo support 
all of the major OSI implemen- 
tations and recommendations, 
including MAP 3.0 (Manufac- 
turing Automation Protocol), 
TOP 3.0 (Technical Automation 
Protocol), U.S. GOSIP (Govern- 
ment OSI Procurement), and 
U.K. GOSIP. These protocol 


modules provide all of the nec- 
essary components required 

to send and receive messages 
through worldwide routing sys- 
tems as well as administer net- 
work management and provide 
directory services. OSI will be 
the core of Apollo’s communi- 
cations strategy into the 1990s. 


Apollo XNS 

In 1980, when Apollo was defin- 
ing the future of desktop com- 
puting in a distributed network, 
the XNS (Xerox Networking 
Systems) de facto standard pro- 
tocol was chosen as the basis for 
communicating over the Apollo 
‘Token Ring LAN. In the absence 
of any other standards, Apollo's 
version of XNS has been the 
protocol used by the Domain® 
Distributed Services (DDS) 
applications. 

The Apollo XNS is still used 
to support DDS over Apollo 
Token Ring—as well as all of the 
other LANs described above. As 
Apollo continues to expand its 
open systems architecture, XNS 
will be but one of many proto- 
cols used to support the DDS 
applications. 


The Applications 
Protocols 


Once a network is chosen and 
the protocol to run over the net- 
work is in place, the only thing 
left to do is implement the com- 
munications applications. In 
networking, there are basically 
three classes of communications 
applications: 


TECHnet and X.25 products as 
user interfaces to their virtual 
terminal modes. 


General Purpose Virtual Terminal 
Other terminal emulation pack- 
ages include Telnet for TCP/IP, 
EMTX.25 for Apollo/X.25, 
CTERM virtual terminal for 
Apollo/TECHnet as well as VT, 
the OSI standard virtual termi- 
nal emulation package for use 
with the OSI communications 
protocols. Many other terminal 
emulation packages are availa- 
ble for the Apollo workstation 
line through third parties listed 
in Apollo's application solutions 
catalogue. 


Other Ap plications 
Protocols 


In addition to the standard 
three applications — file transfer, 
mail and messaging, and virtual 
terminal— Apollo also supports 
more specialized applications. 
Examples include Apollo's DDS, 
the cornerstone for Apollo’s dis- 
tributed file system; Network 
Computing Svstem™ (NCS), the 
open distributed computing en- 
vironment founded by Apollo; 
and Network File System 
(NFS), the de facto standard 
distributed file system for UNIX 
systems. In addition, there is 

the Manufacturing Messaging 
Service (MMS) application, 
defined by MAP, for sending con- 
trol messages to such factory 
floor devices as robots, CNC 
machines, and PLCs. 


A pollo’s Commitment 
to Standards 


Apollo is strongly committed to 
openness and has established a 
record of leadership promoting 
and delivering industry stan- 
dards to unify today’s multiven- 
dor computing environments. 
Apollo manufactures a broad 
range of hardware and software 
—including a complete family 

of network-based workstations 
and a full suite of communica- 
tions, networking, and work- 
group computing products. And 
Apollo has played a major role 
In various standards bodies, in- 
cluding the Network Computing 
Forum and the Open Software 
Foundation. 


Conclusion 


Apollo ts the technology leader 
in the workstation marketplace 
and now has emerged as the 
communications leader. Its 
workstations have been ported 
to every major network envi- 
ronment, giving its customers 
the flexibility to utilize the supe- 
rior technology that Apollo 
workstations offer without sacri- 
ficing the advantages of today’s 
multivendor networks. With 
these enhancements, Apollo has 
positioned itself to be a major 
force in the computer industry 
for many years to come. 


Mail and Messaging 


UUCP (UNIX-to-UNIX Copy 
Program) 

UUCP 1s a de facto industry 
standard that provides simple 
message passing between UNIX 
systems. Although commonly 
used with TCP/IP, it is not a true 
TCP/IP application. Apollo sup- 
ports UUCP as a standard utility 
of its operating system. 


DPSS/MAIL (Domain Professional 
Support Services) 
Apollo's native mail system Is 
DPSS/MAIL. This service is 
available as a means to exchange 
messages among Apollo users 
via any DDS networked environ- 
ment. Use of this product in 
junction with UUCP or 
X.400 is possible since A pollo 
provides “gateway” functional- 
ity in both directions. 


X.4A00 

X.400 is the CCITT standard 
that has been accepted by OSI 
as the universal mail and mes- 
saging service for all levels of 
computing equipment. This 
application is also a major com- 
ponent of the GOSIP and TOP 
requirements. The primary 
function of X.400 is to provide 
reliable delivery and distribu- 
tion of electronic-mail messages 
to heterogeneous computer sys- 
tems. The service provides for 


delivery and verification of 
delivery of electronic-mail mes- 
sages only. The content of the 
message is not in any way 
affected by the X.400 applica- 
tion protocol. 

Apollo provides X.400 ser- 
vices for its products in the 
form of a Message Transfer 
Agent (MTA) gateway anda 
User Agent (UA) interface for 
each individual user. A pollo’s 
X.400 1s capable of supporting 
UUCP and DPSS/MAIL via X.400 
services for heterogeneous 
communications. 


Vortual Terminal 


IBM 3270, 3192G, 5080 

Apollo supports emulation of 
many of the popular IBM termi- 
nal models as well as emulation 
of the cluster controllers and 
host interfaces required to link 
to the IBM computing environ- 
ment. Many of the traditional 
IBM terminal features are 
greatly enhanced through their 
execution on Apollo worksta- 
tions since multiple sessions 
may be displayed on a single 
workstation through the use of 
multiple windows. 


DEC VT100 

Support of Digital Equipment 
Corporation’s popular VT100 
terminal emulation is a stan- 
dard feature of the Apollo 
operating system’s utilities. 

VT 100 emulation has also been 
incorporated in the Apollo/ 


Glossary of “=: 


‘Apollo C ommunications Products. 


Apollo/SNA and Apollo Com/ 
Controller —this group of prod- 
ucts provides connectivity for 
Apollo networks to certain IBM 
SNA computers. 
Apollo/SNA-3270—this SNA prod- 
uct allows Apollo workstations 
to emulate any mix of IBM 3278 
Model 2, Model 3, Model 4, or 
Model 5 terminals, 3279 4-color 
terminals and 3287 printers. 
Apollo 5080 Emulator —the 5080 
Emulator allows Apollo’s network 
users to emulate IBM’s 5080- 
based graphics and to access 
mainframe-based applications. 
A pollolAccess—allows workstation 
users to obtain transparent file 
access to Digital Equipment 
Corporation’s VAX"/V MS system. 
Etherbridge—allows Apollo 
Token Ring Networks to be con- 
nected via industry-standard 
Ethernet. 

Apollo/X.25 — provides Apollo 
workstations with the ability to 
communicate over packet- 
switched wide area networks 
(WAN). 

Apollo /LU 6.2—a Systems Net- 
work Architecture (SNA) com- 
munications product that 
extends Apollo’s networking 
capability to include IBM’s 
Advanced Program-to-Program 
Communications (APPC) stan- 
dard, LU 6.2 and PU 2.1. 
Apollo/X.400 —allows mail mes- 
sages to be exchanged between 


personal computers, minicom- 
puters, workstations, main- 
frames, and supercomputers 
from a wide variety of vendors. 
Apollo/TECHnet—allows up to 
255 bidirectional virtual termi- 
nal sessions between Apollo and 
DEC VMS or Ultrix® DECnet 
Phase-IV systems. Users of 
Apollo/TECHnet can ‘sethost’ to 
DEC systems, and DEC users can 
‘set host’ to Apollo workstations 
running Apollo/TECHnet. 
Apollo TCP/IP — provides Apollo 
workstation users with shared 
access to heterogeneous systems, 
including mainframes, super- 
minicomputers, personal com- 
puters, and other workstations. 
IBM Token Ring—the 4Mbps IBM 
Token Ring is one of the many 
communicauon media available 
for linking Apollo systems in a 
local area network. This IEEE 
standard LAN operates over 
unshielded twisted-pair cable 
and is capable of supporting 
Apollo's Distributed Services, 
TCP/IP, OSI and LU 6.2. 

Channel Connect-AT — provides 
IBM channel communications 
for an Apollo network running 
SNA or 5080. 

Apollo Token Ring—the Apollo 
Token Ring operates at 12Mbps 
and supports Apollo’s Distrib- 
uted Services, TCP/IP, OSI, and 
LU 6.2. The ATR 1s one of the 
optional LANs available to the 
Apollo workstations. 

Serial Controller-AT—an AT® 
bus-compatible communications 


controller, the Serial Controller- 
AT provides wide area commu- 
nications to Apollo networks 
for SNA and X.25 applications. 
Ethernet—industry-standard 
10Mbps Ethernet is available for 
all Apollo workstations for pro- 
viding interoperation between 
Apollo workstations and other 
vendors’ systems. Using 
Ethernet running over a wide 
variety of media, Apollo systems 
may communicate via DDS, 
TCP/IP, OSI, or LU 6.2. 
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ACK 06 6 & 
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FF OC 12 ‘ 
CR OD 13 < 
SO OE 14 : 
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Null, or all zeros 

Start of Heading 

Start of text 

End of Text 

End of transmission 
Acknowledge 
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Backspace 
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End Transmission Block 
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DC1 Device Control 1 
DC2 Device Control 2 
DC3 Device Control 3 
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CAN Cancel 

EM End of Medium 
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Shift In 
Shift Out 
Sync. 
Line Feed 
Form Feed 
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Escape 
Data Link 
Escape 
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APPENDIX B 


BSD 4.2 TCP/IP Software Load and Configuration Lab Procedures 
(Non-ARPANET) 


{. Load BSD 4.2 TCP/IP Ver 3.1 software. 


2. On Admin node, configure /etc/hosts file to contain all accessable hosts. Configure this file 
with the following format: INTERNET ADDRESS HOST NAME 


3. On Admin node, configure /etc/networks file to contain all accessable networks. Configure 
this file with the following format: NETWORK NAME NETWORK ADDRESS 


4+. On Admin node, configure /etc/gateways file with any non-RIP Gateway. 
This procedure is not required when using Apollo nodes as gateways. See Configuring and 
Managing TCP/IP. 


5. Create links to the above files from each host and gateway in the Admin nodes network. 

If these nodes have the /etc/hosts. /etc/networks, and /etc/gateways files. delete them and 
create links to the Admin nodes /etc/hosts, /etc/networks. and /etc/gateways files. If the 
node uses a link to a Unix environment, then the above mentioned links are already in 
place. All you need to do is edit the /etc/hosts, /etc/networks, and /etc/gateways (if 
necessary) files on the Untx admin node. 


The rest of these steps are to be performed on every Apollo node running TCP/IP. 


6. Edit the, /sys/node_data.(node_id)/startup.(device) files and uncomment the 
cps /etc/run_re line on each host and gateway. 


7. Log in as “root” and edit the /sys/node_data.(node_id)/etc.re file of each TCP/IP node. 
There are separate steps for gateways and hosts, each are given below: 


For hosts, add the following lines to the etc.re file without skipping any lines. (Empty lines 
may cause errors when reading this file.) 


if [| -f /sys/tcp/tcp_server |; then 
/sys/tcp/tcp_server 


fi 

if | -f /etc/routed |; then (this may already be in the etc.re file. however you must add 
/etc/routed —h —h switch to the routed.) 

fi 


Uncomment the inet daemon. 

if | -f /etc/inetd ]; then 
/etc/inetd 

fi 
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BSD 4.2 TCP/IP Software Load and Configuration Lab Procedures 
(Non-ARPANET) 


For gateways, add the following lines to the etc.rc file: 
if | -f /sys/tcp/tcp_server ]; then 
/sys/tcep/tcp_server —n 
fi 
if [| -f /sys/tcp/tcpinit ]: then 
/sys/tcp/tcpinit 
fi 
if [| -f /etc/routed ]; then (this may already be in the etc.rc file, however you must add 
/etc/routed -h switch to the routed.) 
fi 
Uncomment the inet daemon. 
if [| -f /etc/inetd |]: then 
/etc/inetd 
fi 


8. Change ownership of the ete.re file to root ownership with the following command: 
/etc/chown root etc.rc 


9. Give access rights to the ete.re file strictly to root with the following command: 
chmod 4755 etc.re 


10. Edit the /sys/node_data.(node_id)/etc.inetd.conf file and make sure that the telnet and 
lp daemons are uncommented. 


11. Edit the /sys/node_data.(node_id)/thishost file and add the IP hostname of this node. 


[2. Edit the /sys/node_data.(node_id)/networks file and add the Internet to Physical 
Address information for this node. Example for a host on Apollo Token Ring Network 
100.0.0.2 on drO. 

Example for gateway node on ATR and Ethernet - 

100.0.0.3 on drd 

200.0.1.1 on ethd 


13. Create and /etc/hosts.equiv file and place any hosts on your network that can access this 
host without password verification. See Managing and Configuring TCP/IP Manual. 


I4. Reboot each node (Phase Il boot shell will suffice) and execute Telnet and FTP 
commands. Can you telnet and ftp to each node in the lab? 


I5. See Release Notes. Execute /etc/ping with options and netstat commands. 


End of Lab 


Unix Lab 2 


BSD 4.2 TCP/IP Ver. 3.1 Load And Configuration Lab Procedures 
(ARPANET) 


|. Load BSD 4.2 TCP/IP Ver 3.1 software. 


2. On Admin node. configure /etc/localhosts file to contain all accessable hosts in vour local 
networks. Configure this file with the following format: 
INTERNET ADDRESS HOST NAME 


3. On Admin node, configure /etc/localnetworks file to contain all locally accessable 
networks. Configure this file with the following format: 
NETWORK NAME NETWORK ADDRESS 


4+. On Admin node, configure /etc/localgateways file with any local non-RIP Gateway. 
This procedure is not required when using Apollo nodes as gateways. See Configuring and 
Managing TCP/IP for format of file (use /etc/gateways example). 


9. On Admin node, create a /etc/hosts.txt file and place two carraige returns within the file. 
This file will be identical to the /sys/tcp/hostmap/hosts.txt file used in AEGIS) which 
contained all the accessable ARPANET networks, gateways and hosts. But as in the AEGIS 
TCP/IP. we initially use a blank hosts.txt file for local network verification first. After you 
have verified that your local configuration works you would run the /etc/gettable program to 
retrieve the actual /etc/hosts.txt file from the ARPANET's Standford Research Institute 
Network Information Center (SRI-NIC). The Release Notes (page 3-12) explain this 
procedure. However, within this lab, you only use the manually created /etc/hosts.txt file. 


6. On Admin node, run the /ete/htable program which merges the /etc/hosts.txt file with the 
/etc/ocalhosts, /etc/localnetworks, and /etc/localgateways files to create the /etc/hosts, 
/etc/networks, and /etc/gateways files containing all accessable networks, gateways, and 
hosts, 


The rest of these steps. are to be performed on every Apollo node running TCP/IP. 


7. Create links to the above files from each host and gateway in the Admin nodes network. 
If these nodes have the /etc/hosts, /etc/networks, and /etc/gateways files, delete them and 
creale links to the Admin nodes /etc/hosts, /etc/networks, and /etc/yateways files. If the 
node uses a link to a Unix environment, then the above mentioned links are already in 
place. All you need to do is edit the /etc/hosts, /etc/networks, and /etc/gateways (if 
necessary) files on the Unix admin node. 
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BSD 4.2 TCP/IP Ver. 3.1 Load And Configuration Lab Procedures 
(ARPANET) 


6. Edit the /sys/node_data.(node_id)/startup.(device) files and uncomment the 

cps /etc/run_re line on each host and gateway.7. Log in as “root” and edit the 
/sys/node_data.(node_id)/etc.re file of each TCP/IP node. There are separate steps for 
gateways and hosts, each are given below:For hosts, add the following lines to the etc re file 
without skipping any lines. (Empty lines may cause errors when reading this file.) 


if | -f /sys/tcp/tcp_server |]; then 


/svs/tcp/tcp_server 
fi 
if [| -f /etc/routed ]; then (this may already be in the ete.re file, however you must add 
/etc/routed —h -h switch to the routed.) 
filUncomment the inet daemon. 
if [ -f /etc/inetd |: then 
/etc/inetd 
fiFor gateways, add the following lines to the etc.re file: 
if [| -f /sys/tcp/tcp_server ]; then 
/sys/tcp/tcp_server —n 
fi 
if | -f /svs/tep/tepinit |]; then 
/sys/tcp/tcpinit 
fi 
if | -f /etc/routed |; then (this may already be in the ete.rc file, however you must add 
/etc/routed -h switch to the routed.) 
fi 
Uncomment the inet daemon. 
if [ -f /etc/inetd |]; then 
/etc/inetd 
fig. Change ownership of the ete.rc file to root ownership with the following command: 
/etc/chown root etc.rc9. Give access rights to the ete.rc [ile strictly to root with the following 
command: 
chmod 4755 etc.rc!0. Edit the /sys/node_data.(node_id)/etc.inetd.conf file and make sure 
that the telnet and ftp daemons are uncommented. 


[1. Edit the /sys/node_data.(node_id)/thishost file and add the IP hostname of this node. 12. 
Edit the /sys/node_data.(node_id)/networks file and add the Internet to Physical Address 
information for this node. Example for a host on Apollo Token Ring Network 


100.0.0.2 on drQ. 
Example for gateway node on ATR and Ethernet - 
100.0.0.3 on drO 
200.0.1.1 on ethdO 


[3. Reboot each node (Phase I] boot shell will suffice) and execute Telnet and FTP 
commands. Can you telnet and ftp to each node in the lab? 


I+. See Release Notes. Execute /etc/ping with options and netstat commands. 
End OF Lab 
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